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PRACTICE PAPER :
APPLICATION SECURITY MANAGEMENT
DURING THE SYSTEM LIFE CYCLE

Chapter1

INTRODUCTION"
11  Practice Paper Purpose
This practice paper provides details to project managers concerning their
responsibilities for Application Security Management for both new applications and
existing applications under the Office of Solid Waste and Emergency Response
(OSWER) System Life Cycle Management Guidance. This practice paper describes
application security management throughout the application life cycle, and provides

guidance concerning objectives, key decisions, activities, products and baselines that
the project manager must address from Initiation through Archive.

This practice paper has three primary purposes:
*  Focus each project manager’s attention on application security management -

*  Facilitate appropriate application security management for each OSWER
application

* Provide a common approach to application security management across
OSWER

This practice paper constitutes a section of Part 3 of the OSWER System Life Cycle
Management Guidance.
12  Practice Paper Topics

Exhibit 1-1 provides an overview of the structure of this practice paper. Topics
addressed are:

* An introduction to core application security concepts

*  Selection of an application security management approach for both new and
existing applications

* Consideration of application security management objectives, key decisions,
activities, products, and baselines at each life cycle phase and stage

1-1
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The following notation is used:

e  Terms which have special meaning in relationship to the OSWER ‘System Life
Cycle Management Guidance appear in small italic letters.

e  CORE CONCEPTS, described in Chapter 2, appear in capital letter italics.

13 Applicatic;n Security Management Responsibilities

Project Managers are responsible for implementing this guidance for new or existing
OSWER applications. Specifically, they are responsible for selecting an application
security management approach, documenting-the approach in the Project
Management Plan, and ensuring that this approach is implemented throughout the
life cycle.

Application data stewards, custodians, and users are responsible for carrying out all
relevant agency security guidance and SECURITY MEASURES which are to be
implemented for the application. :

14  Basic Principles

The féllowing basic principles provide the foundation for all OSWER application
security management objectives, key decisions, activities, products and baselines:

e  Application security management is critical to the effective and efficient
accomplishment of OSWER's programmatic mission. )

e  Application security mahagement is an integral component of every phase and
- stage of the life cycle. __

e  All OSWER applications are SENSITIVE to some degree.

e  Application security management involves data stewards, custodians, and
users as well as project managers, developers and maintainers.

e Application security management is a confinuing and dynamic process.
. Application security management involves not only the application itself, but

also the installations and facilities where the application is developed and
operated, along with the personnel who develop and operate it.
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15 'Why Focus Upon Application Security Management?

This practice paper focuses on application security management throughout the life
cycle for the following reasons:

. Application security management isa relatwel); new discipline. Because of
this, it is often poorly understood by application system project managers, data
stewards, custodians and users.

e Many THREATS and the VULNERABILITIES these THREATS exploxt are so
subtle that they are easily overlooked.

e  Many ADVERSE EVENTS occur so rarely that they are seldom considered even
though the magnitude of harm or RISK is relatively great.

¢ Computer-based application systems are often more VULNERABLE to loss of
- AVAILABILITY, INTEGRITY, CONFIDENTIALITY and to INAPPROPRIATE
USE than the manual systems they replace.

*  Retrofitting SECURITY MEASURES into an operational application is often
more costly and less effective than integrating or coordinating them with other
activities throughout the application life cycle.

* A number of Federal oversight agencies, as well as EPA, have issued policies
and directives regarding application security management. OSWER needs to be
assured that their application systems comply with these policies and
directives.

16 How to Use this Practice Paper

Befare reading Chapters 2 through 4 of this practice paper, be sure to read Part 2 of
the OSWER System Life Cycle Management Guidance. In addition, pay special
attention to the Prachce papers on “System Life Cycle Reviews and Approvals,”
“Benefit-Cost Analysis,” “Data Management During the System Life Cycle,”
“Configuration Management,” and the “Project Management Plan” which are in
Part 3. You will also need to reference the “EPA Information Security Manual.”

Use Chapter 2 to familiarize yourself with the core concepts of application security
management. You will need a thorough understanding of thesé concepts before vou
develop your application security management approach. Chapter 3 describes the
.essential components of your approach. Consult Chapter 4 as you actually detelop
and refine your approach throughout the life cycle.

14
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Be sure to take advantage of the Appendices. Appendix A not only defines
important terms, but cross-references them to numerous oversight agency policies
and directives. Appendix B contains an annotated bibliography of oversight agency
policies and directives as well as other important reference material. The Security
Characterization Matrices in Appendix C provide concrete examples of material
which is discussed on a more theoretical level in Chapters 2 and 4. The “Guidelines
For Security of Computer Applications” (FIPS PUB 73) as well as the “EPA
Information Security Manual,” were used in the formulation of these matrices.

17 Topics Not Addressed in this Practice Paper

This practice paper is designed to complement OSWER's System Life Cycle
Management Guidance. Because of this, it is more focused than most other material
on application security management. For example, configuration management and
data quality (i.e., accuracy, precision, completeness, and consistency) are often
considered to be security issues. However, as they are covered elsewhere in the
Guidance, they are not included here.

Additionally, this practice paper does not contain guidance on how to conduct a
security RISK ANALYSIS. RISK ANALYSIS is a specialized subject on which much
excellent reference material is readily available. :

Nor does this practice paper contain recommendations for the implementation of
specific SECURITY MEASURES unless they have been specifically required by
federal oversight or agency guidance. This is because SECURITY MEASURES
should not be selected until a RISK ANALYSIS has been conducted and a
determination made of appropriateness and cost effectiveness. Again, a great deal of
good material has been written on this subject.
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Chapter 2

APPLICATION SECURITY MANAGEMENT: CORE CONCEPTS
21 Introduction | ’

The purpose of this chapter is to introduce you to a number of core application
security management concepts. You will need to understand these concepts in order
to develop your application security management approach.

22  Core Concepts

'22.1 OSWER's Security Objectives: Availability, Integrity, Confidentiality and
Appropriate Use '

OSWER has four APPLICATION SECURITY OBJECTIVES. The first three are
explicitly mandated by the Computer Security Act of 1987, external oversight
guidance and the agency’s security policy. These three APPLICATION SECURITY
OBJECTIVES are AVAILABILITY, INTEGRITY, and CONFIDENTIALITY. OSWER
has added a fourth OBJECTIVE to this list. That OBJECTIVE, implicit, but not
directly expressed in our oversight guidance, is APPROPRIATE USE of our
INFORMATION RESOURCES.

Each of these SECURITY OBJECTIVES is defined as follows:

®* AVAILABILITY: OSWER develops applications to support our programmatic
mission. . The loss of AVAILABILITY of any INFORMATION RESOURCE
associated with an application could affect the application’s ability to support
some aspect of the mission. AVAILABILITY refers to having our applications
- ready and able to support our programmatic mission at the time they are
needed.

* INTEGRITY: All INFORMATION RESOURCE components of an application
must retain the functionality they were designed to have in order to support
- the programmatic mission.  INFORMATION RESOURCES have INTEGRITY
as long as their functionality remains uncompromised, that is, they must do no
more, no less than their intended purpose.

* CONFIDENTIALITY: Some OSWER applications contain data or provide
information which during a specified period of time is not subject to the
Freedom of Information Act and must not be disclosed without authorization.
CONFIDENTIALITY refers to our need to have certain of our data and
information held in confidence. :

2-1
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e  APPROPRIATE USE/INAPPROPRIATE USE: While INAPPROPRIATE USE or
misuse of an application may not result in direct loss of AVAILABILITY,
INTEGRITY, or CONFIDENTIALITY, misuse of our INFORMATION
RESOURCES is clearly undesirable and sometimes unlawful. In OSWER we
want to ensure that our applications are used for, and only for, support of our
programmatic mission. :

222 Sensitivity/Sensitive

All OSWER applications are SENSITIVE to some degree: this is because, to some
extent, they are VULNERABLE to loss of AVAILABILITY and/or INTEGRITY, to
INAPPROPRIATE USE and some to loss of CONFIDENTIALITY. However, there
are different degrees of SENSITIVITY depending on the relevance of OSWER's
SECURITY OBJECTIVES to the information management problem to be solved. For
example, AVAILABILITY might be very relevant to a mission critical application;
INTEGRITY to a decision support application, and CONFIDENTIALITY to an
application processing confidential business information. It follows that the greater
the relevancy, the greater the degree of SENSITIVITY.

Note that data and information can also be considered SENSITIVE, as defined in
Appendix A.

2.2.3 Information Resources

OSWER applications involve data, information, hardware, software,
documentation, facilities, telecommunications and trained staff. These components
of each application are our INFORMATION RESOURCES. All INFORMATION
RESOURCES have value in and of themselves. Equipment costs money to acquire,
replace or repair. Staff costs money to hire, retain and train. Software costs money
to develop and maintain. However, the ultimate value of our INFORMATION
RESOURCES are the support they provide to our programmatic mission.

224 Adverse Event

In the broadest sense, the loss of an application's AVAILABILITY, INTEGRITY,
CONFIDENTIALITY or INAPPROPRIATE USE are ADVERSE EVENTS. Anything
that adversely affects any application INFORMATION RESOURCE is also an
ADVERSE EVENT since this in turn results in loss of AVAILABILITY, INTEGRITY,
,CONFIDENTIAUTY or takes additional resources to replace or recover.

For example, malfunctioning equipment could result in loss of AVAILABILITY. A
change in an application's software could result in a loss o“ INTEGRITY.
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- Inadvertent disclosure of enforcement SENSITIVE information could result in a
loss of CONFIDENTIALITY. INAPPROPRIATE USE, such as violating software

licensing agreements or copyrights, is an ADVERSE EVENT since it could expose
the agency to legal complications. Refer to the matrix on ADVERSE EVENTS in

Appendix C for more examples. 5

22.5 Threat

A THREAT is anything that can cause an ADVERSE EVENT. Every application is
faced with countless THREATS. For the sake of simplicity, however, they can be
thought of as just two basic types: people and change to the environment. People
can deliberately or inadvertently cause ADVERSE EVENTS. For exaniple, deliberate
acts by people result in ADVERSE EVENTS such as loss of AVAILABILITY through
malicious destruction of INFORMATION RESOURCES or loss of INTEGRITY
through fraudulent manipulation of INFORMATION RESOURCES. Inadvertent
acts by people, like leaving SENSITIVE information on a screen, could result in loss
of CONFIDENTIALITY. Unexpected or unwanted change such as flood, fire, smoke,
dust, or power loss, could result in similar ADVERSE EVENTS. Even anticipated
change can be a problem: think about the last time you had to adjust to a new

- operating system or to an upgrade of your PC software.

THREATS can be as obvious as an earthquake or as subtle as a virus. They can
change throughout an application’s life cycle, and frequently do so. For a logically
organized matrix of common THREATS and how they relate to our SECURITY
OBJECTIVES in different processing environments see Appendix C.

\

22.6 Vulnerability

Where there is a chance that a THREAT can reach an INFORMATION RESOURCE
and cause an ADVERSE EVENT there is VULNERABILITY. Identifying and :
communicating VULNERABILITY can be quite challenging. While some
VULNERABILITIES are immediately obvious (e.g., a password posted on the wall),
others may be much more technical or subtle (e.g., spaghetti code). In general, you
can assume that the more complex, distributed, and widely used your application,
the more VULNERABLE it is.

Also like THREATS, VULNERABILITIES can change throughout an application's
life cycle. See Appendix C for a matrix organized by VULNERABILITIES to each
INFORMATION RESOURCE and how they relate to our SECURITY OBJECTIVES in
different processing environments.

S, ;
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22.7 Risk

Technically, RISK, also termed “loss expectancy,” is the predicted loss from an
ADVERSE EVENT during a certain period of time. Risk is often expressed in terms
of dollars and cents, but not always. The period of time is usually expressed in:years,
but not necessarily so. For example, the RISK of having to reenter transactions
which were lost due to hardware failure could be $5 per update cycle. The RISK of
having to pay prompt payment penalties due to a software error in an accounts

payable program could be $25,000 per year. Non-monetary RISKS are sometimes
expressed in terms such as inconvenience, delay and loss of credibility. -

Also like THREATS and VULNERABILITIES, RISKS change throughout the
application's life cycle and require frequent evaluation.

22.8 Risk Analysis

The methodology to determine RISK by analyzing potential ADVERSE EVENTS,
THREATS, and VULNERABILITIES against INFORMATION RESOURCES, as well
as the likelihood of occurrence, is called RISK ANALYSIS. RISK ANALYSES are
either qualitative or quantitative. They may be conducted at a very summary level,
in great detail, or somewhere in between. ‘

A detailed quantitative RISK ANALYSIS, is a highly specialized technical task, not
to be undertaken lightly. However, there is a great deal of good reference material
on various methodologies for conducting RISK ANALYSES. See Appendix B for
citations. The “EPA Information Security Manual” and “Guideline for Automatic
Data Processing Risk Analysis” (FIPS PUB 65) also provide guidance on conducting
qualitative RISK ANALYSIS.

229 Security Measures

SECURITY MEASURES counter or control THREATS. By definition, when an
appropriate SECURITY MEASURE is in place and being used effectively,
VULNERABILITY is reduced. However, keep in mind, there is no perfect world, at
least where application security is involved. An appropriate SECURITY MEASURE
is not always available. And even when they are available, SECURITY MEASURES
are not always in place. As a result, no application is ever completely
VULNERABILITY free. '

SECURITY MEASURES are often categorized by their purpose. These purposes are
prevention, detection, minimization, and recovery. For example:

e  Cipher locks prevent unauthorized entry

24
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. 'Audit trails detect fraud
¢ Training minimizes user errors
*  Frequent data backup aids recovery.

Since every application is always VULNERABLE to some extent, minimization and
recovery SECURITY MEASURES take on added importance. For example,
separation of duties ensures that exposure is minimized even if misuse occurs.
Also, contingency planning (for applications) or continuity of operations planning
(for installations) for recovery from ADVERSE EVENTS ranging from mild
disruptions to AVAILABILITY to all-out disasters needs to be part of every
application’s repertoire of SECURITY MEASURES.

development controls, operational controls, security awareness and training,
technical controls, and support system controls. ‘These categories, and the
subcategories under them, have been based on numerous Government Accounting
Office (GAO) and National Institute of Standards and Technology (NIST) guidance.

A more traditional categorization of types of SECURITY MEASURES, and the one
used in this practice paper, is Physical, technical, administrative, and managerial.
Keyboard locks are a physical SECURITY MEASURE. Implementing software acces
protection, such as Resource Access Control Facility (RACF), is a technical '

It is also important to understand that there is not always a one-to-one relationship
between THREATS and SECURITY MEASURES. One THREAT may be countered
by a number of SECURITY MEASURES. For example, bans on smoking, smoke
detectors, equipment covers, and fire extinguishers are all effective SECURITY
MEASURES for fire. On the other hand, many THREATS may be countered by one
SECURITY MEASURE. Off-site back ups are an effective SECURITY MEASURE
against numerous unwanted or unanticipated changes as well as inadvertent and

deliberate acts by people.

Another thing to keep in mind is that not all SECURITY MEASURES are perfectly
compatible. By countering one THREAT they may make another THREAT more
. likely. For example, ceiling fire extinguishers may cause water damage as they
douse the fire. Labeling confidential printouts or diskettes “sensitive,” to indicate
special handling, may draw unwanted attention.

2-5
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And finally, with just one exception, SECURITY MEASURES are never completely
free. 'Some SECURITY MEASURES, such as hardware encryption devices, may cost
thousands of dollars. Even SECURITY MEASURES such as passwords have cost
implications in terms of increased internal processing time and decreased user
access efficiency. Fortunately, some SECURITY MEASURES, are automatically
derived from following OSWER System Life Cycle Management Guidance for Data
Management, Configuration Management, testing, etc. and reduce
VULNERABILITY at no additional cost. The same holds true for compliance with
guidance already required by agency property management and personnel
management policy. The one exception, the SECURITY MEASURE which is
completely free, and probably the ultimate in protection, is a suspicious mind!
Never, ever underestimate its value. : )

See Appendix C for a matrix of common SECURITY MEASURES by purpose,
SECURITY OBJECTIVE, typical processing environment, and applicable phase and
stage. _

2.2.10 Benefit Cost-Analysis

Benefit-cost analysis is a systematic approach for comparing alternative ways to -
satisfy an objective. Benefit-cost analyses are conducted throughout the OSWER life
cycle. The benefits to be realized through RISK reduction as well as the costs to
develop, acquire, implement, operate, periodically evaluate and eventually archive
SECURITY MEASURES need to be considered along with all other application
benefits and costs.

Be sure to reference the OSWER System Life Cycle Management Guidance practice
Paper on Benefit-Cost Analysis. In addition, Appendix C of the “EPA Information
Security Manual” and “Guidance for Automatic Data Processing Risk Analysis”
(FIPS PUB 65) provide guidance on identifying RISKS and selecting appropriate
SECURITY MEASURES.

26
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Chapter 3
APPLICATION SECURITY MANAGEMENT APPROACH

3.1 Introduction

This chapter provides guidance on developing and refining your application
security management approach, for either new or existing applications, throughout
the life cycle. : _

32 What is an Application Security'Mamgemént Approach?

An application security management approach is only one facet of your overall
project management approach. It focuses on ensuring that OSWER's SECURITY
OBJECTIVES of AVAILABILITY, INTEGRITY,CONFIDENTIALITY and
APPROPRIATE USE are met throughout an application’s life cycle. An application
security management approach addresses security management specific objectives,
key decisions, activities, products and baselines at every phase and stage. The rigor
and formalism of your approach should reflect the degree of SENSITIVITY of the -
application. ' ' ‘

33 Why Choose An Application Security Management Approach?

" An application security management approach is necessary to ensure that OSWER's
SECURITY OBJECTIVES are effectively met and that they are met in a cost efficient
manner. Too often, security-is addressed as an afterthought resulting in ineffective
and inefficient retrofitted SECURITY MEASURES. In contrast, SECURITY
MEASURES, well integrated within the application, throughout the life cycle, can
greatly enhance an application’s overall effectiveness and efficiency. Ultimately,
good application security management is the most important and effective
SECURITY MEASURE.

34  Special Considerations for Roles and Responsibilities

- Because security is a specialized technical area, requiring both empirical and
theoretical knowledge, you may need to give special consideration to the
assignment of roles and responsibilities. Your project team may need to include
experts in RISK ANALYSIS, hardware and software SECURITY MEASURES,
technical writing, and security training. Some applications may require assistance in
areas such as the Freedom of Information Act and Privacy Act procedures and the

3-1
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agency’s confidential business information (CBI) processes. In some cases you will
need to consult auditors from the Office of the Inspector General and you may want
to have them working with you from Initiation through Implementation and for
periodic Evaluations. During the Production stage, substantial security
responsibilities may be placed on your application data stewards, custodians, and
primary and secondary users. Users, in particular, tend not to be security oriented
and will often need spedial training and frequent re-enforcement in order to fulfill
their security roles and responsibilities.

The “EPA Information Security Manual” contains further material on roles and
responsibilities. ,

3.5 Determining and Documenting Your Application Security Management
Approach

The life cycle development and refinement of your application security
management approach is an iterative process. As you progress through each phase
and stage, your approach will become more focused and detailed.

You will summarize your overall application security management approach for
Program Management in each of the Decision Papers. You will document the
details of your approach in the Project Management Plan. At the end of each life
cycle phase and stage before entering a new one, your Project Management Plan
should document your application security management approach by describing the
- objectives met, and the “why,” “who,” “what,” “where,” “when,” and “costs” of
each key decision made, activity completed, product delivered and baseline added or
updated during the just completed phase or stage. At the same time, the Plan
should address your workplan for the next phase or stage.

You may choose to organize all your application security approach documentation
under a “Security Management Approach” heading in the Project Management
Plan, or to place it under other topic headings. For example, the details on
application security roles and responsibilities could appear under “Project Team
Organization.“ Security training and awareness could appear under “User Support
Approach” while the cost for SECURITY MEASURES could be included in the

- “Project Budget.”

Be sure to take advantage of the wealth of reference materials readily available to
you. Start with the EPA Headquarters Library since they have an excellent
information resources management (IRM) collection. See Appendix B for a list of
reference materials which include a selection of security videos available from the

. Washington Information Center (WIC). Also, don’t neglect to consider software
tools available to you for RISK ANALYSIS and benefit-cost anrlysis.

32
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Chapter 4

APPLICATION SECURITY MANAGEMENT
DURING THE SYSTEM LIFE CYCLE

41 Introduction

The OSWER System Life Cycle Management Guidance includes some references to
application security in various products such as the System Concept, Detailed
Functional Requirements, Detailed Data Requirements, and System Design. In
contrast, the purpose of this chapter is to specifically address your dynamically
evolving application security management approach at each phase and stage of the
OSWER life cycle for both new and existing applications. It provides the
information you, as a project manager, need to develop your approach and to .
document this approach in the various Decision Papers and your Project
Management Plan. It also provides information you need to comply with various
EPA and federal requirements regarding application security management.

As is described in Part 2 of the Guidance, your-approach involves identifying the
project objectives and the “why,” “who,” “what,” “where,” “when,” and “costs,” of
key decisions, activities, products and baselines as they relate to application security
management for each phase and stage listed below:

Phases Stages
Initiation ‘ _ Initiation
Concept Concept
Definition and Design . Definition
_ Design
Development and Implementation Development
Implementation
"~ Operation Production
Evaluation
Archive

There are many issues which complicate application security management. This
chapter attempts to show the multifaceted nature of application security
management. It does not recommend or discuss specific SECURITY MEASURES
- (except by way of example), but rather provides a structured methodology for
introducing SECURITY MEASURES appropriate to the application at the correct

41
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phase or stage. The remainder of this chapter is divided into sections corresponding
to each life cycle phase and stage. For each phase and stage, the following is covered:

e  Brief description of the results of the previous phase or stage and summary of
work to be conducted during this phase or stage

e Guidelines for conducting each application sechrity management activity
o  Special considerations for developmental SECURITY MEASURES

e  Descriptions of key products and baselines, including documents required by
various oversight organizations, highlighted in Exhibit 4.1-1

e  Graphic summary of objectives, key decisions, activities, products and baselines

42  Application Security Management During the Initiation Phase
4.2.1 Overview

During the Initiation phase you select an overall application security management.

approach which reflects the SENSITIVITY of your application.! This approach will
be further refined throughout the remainder of the life cycle. You also develop a
detailed approach for the Initiation phase which addresses application security-
related project objectives, key decisions, activities, and products as well as the
creation of the Initiation baseline. See Exhibit 4.2-1 for an overview of these topics.

By the end of the Initiation phase, you will have:
o  Determined the degree of SENSITIVITY of your applicatioh
e Performed an order-of-magnitude benefit-cost analysis

¢ Determined what SECURITY MEASURES need to be in place for the Concept
phase '

1The term “application® is used generically here since the decision on whether or not
automation is an appropriate solution to the information management problem will not be made
until the CONCEPT phase.

42
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4.2.2 - Initiation Phasc Activities
4.2.2.1 Sensitivity Determination

Your first activity is determining your application's relative SENSITIVITY (e.g>
high, medium or low). This determination of SENSITIVITY is basic to the
development of your application security management approach and will come in
to play again and again in many ways throughout the life cycle. Highly SENSITIVE
applications require formal, detailed, well documented approaches, while .
applications with low SENSITIVITY require only the implementation of the
minimal SECURITY MEASURES prescribed in the “EPA Information Security
Manual.” : : ‘

To determine SENSITIVITY you follow the three step methodology provided in
Chapter 4 of the “EPA Information Security Manual.” The methodology includes
completing a worksheet called the “Table for Sensitivity. Evaluation.” You should
note that you may determine your application to be more SENSITIVE than the
worksheet indicates. For example, if your application contains Confidential
Business Information (CBI), you might consider CONFIDENTIALITY to be highly
relevant to your information management problem (rather than medium as Table.
4-2 suggests) and therefore your application to be highly SENSITIVE. However, you
may not determine your application to be less SENSITIVE than indicated by the
agency's methodology. '

You should also note that the worksheet addresses only AVAILABILITY,
INTEGRITY, and CONFIDENTIALITY. The fourth OSWER SECURITY OBJECTIVE,
APPROPRIATE USE, must be considered also. Add your determination of relative
SENSITIVITY to APPROPRIATE USE as an addendum to the worksheet.

You also document the degree of SENSITIVITY on the OSWER System Update
Form. ..

4222 Order-of-Magnitude Benefit-Cost Analysis

The OSWER System Life Cycle Management Guidance requires you to conduct an
order-of-magnitude benefit-cost analysis during the Initiation phase, as described in
the practice paper on benefit-cost analysis in Part 3 of the Guidance. Obviously, you
need to balance the benefits of RISK reduction against the costs of the SECURITY
MEASURES needed throughout the life cycle. At this early phase in the life cycle,
you will have to settle for high level assumptions. As a general rule, the higher the
SENSITIVITY, the greater the benefits from RISK reduction. On the other hand, the
greater the complexity and the larger and more dispersed the user community, the
greater the costs for SECURITY MEASURES.
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423 Special Considerations for Developmental Security Measures During the
Initiation Phase ' :

During Initiation, you also need to consider what RISKS are associated with the
application development process itself. For example, if you were developing an
invoice payment application, you might need to implement SECURITY
MEASURES during Definition, Design, Development, and Implementation to
prevent an embezzler from altering your software as it is being defined, designed,
coded, tested, or installed. As another example, you might need SECURITY
MEASURES to prevent unauthorized disclosure of your Security Manual as it is
being written, edited, or distributed. You may need personnel screening throughout
the life cycle. Appendix C will help in identifying THREATS and SECURITY
MEASURES applicable to the development process.

424 Initiation Phase Products and Baselines

Table for Sensifivity Evaluati

You complete this worksheet as described above in Section 4.2.2.1. You must have -
the “Table for Sensitivity Evaluation” worksheet approved by the appropriate
manager as designated in the Project Management Plan. Once approved, add it to
the Initiation baseline and submit it to the OSWER Senior Information Resource
Management Officer (SIRMO) for reporting in OSWER's annual security report to
the Office of Information Resources Management (OIRM).

OSWER System Update Form

Once you have completed the SENSITIVITY determination you can complete the
SECURITY MEASURES section of the OSWER System Update form for the OSWER
Data Resource Directory. This form is initially submitted to the OSWER Senior

Information Resource Management Officer (SIRMO) at the completion of the
Initiation phase. It is also included in the Initiation baseline.

" Initiation Decision P

At the end of the Initiation phase, you summarize your overall application security
management approach for the entire life cycle in the Initiation Decision Paper. Be
sure to address your rationale for determining the degree of SENSITIVITY and the
order-of-magnitude cost of SECURITY MEASURES over the course of the entire life

cycle.
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Project Management Plan
You document your overall application security management approach in the

Project Management Plan. Your approach should address your project dbjectives,
key decisions, activities, products and baselines. Be sure to include:

L

*  Any special application security requirements (é.g., Privacy Act, confidential
business information (CBI)

* Identification of the elements of the project management structure that relate
to application security management activities, particularly individuals
responsible for reviewing and approving Initiation phase products and
baselines., using the “EPA Information Security Manual” for guidance as to
appropriate roles and responsibilities

*  Description of the methodology used for SENSITIVITY determination
~*  Benefits to be derived from RISK reduction

*  Order-of-magnitude cost estimate for SECURITY MEASURES, ixicluding
developmental SECURITY MEASURES

*  Plans for acquiring, implementing, operating, evaluating and eventual
archiving of SECURITY MEASURES for the Concept phase through Operation
phase

You also need to develop and document an application security management

approach workplan for the Concept phase. It should cover new objectives, key

decisions, activities, products and baselines. Be sure to address:

*  SECURITY MEASURES needed to be in place before the Concept phase begins

*  Proposed methodology for Concept phase activities

*  Concept phase activities, as defined in Section 4.3

| Refer to the topical outline for the Project Management Plan given in Part 2 of the
OSWER System Life Cycle Management Guidance for the Initiation phase.
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43 - Application Security Management During the Concept Phase
43.1 Overview

You selected your overall application security management approach during the
Initiation phase. Your approach was based on a determination of the relative
SENSITIVITY of your application. You also conducted an order-of-magnitude
benefit-cost analysis of RISK reduction benefits versus SECURITY MEASURE costs.

During the Concept phase your detailed application security management approach
addresses new application security-related project objectives, key decisions, activities
and products, as well as the updated Initiation baseline. See Exhibit 4.3-1 for an
overview of these topics.

By the end of the Concept phase you will have:
* Identified the high level RISKS of each _application concept alternative

* Identified the appropriate types of SECURITY MEASURES for each application
concept alternative .

e Conducted a more detailed benefit-cost analysis than in the Initiation phase for
each application concept alternative

® Developed a testing strategy for each type of SECURITY MEASURE for the
- recommended application concept alternative

* Determined what SECURITY MEASURES need to be in place for the Definition
stage -

If you determined in the Initiation phase that your application has a low degree of -
SENSITIVITY, your task in the Concept phase is simple. This is because the “EPA
Information Security Manual” spells out a set of minimal SECURITY MEASURES,
which are all that are required for low SENSITIVITY applications. In addition, the
cost of the agency's minimal SECURITY MEASURES are relatively negligible, so
their cost need not be considered in the benefit-cost analysis.

Your methodologies for conducting Concept phase activities for medium and highly
SENSITIVE applications relate to the degree of SENSITIVITY. In general, the more
SENSITIVE the application, the greater the need for detailed, formal, quantitative
methodologies; the less SENSITIVE, the more flexibility you have for summary
level, informal, qualitative methodologies.
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4.3.2 . Concept Phase Activities
43.2.1 High Level Risk Analyses

For medium and highly SENSITIVE applications, your first activity is conducting a
high level RISK ANALYSIS for each application concept alternative. While RISK
ANALYSIS methodologies differ greatly, most include the identification of
applicable INFORMATION RESOURCES, ADVERSE EVENTS, THREATS,
VULNERABILITIES, and RISKS. Appendix C contains ADVERSE EVENT,
THREAT, and VULNERABILITY Characterization Matrices which should help get
your thinking started. “Guideline for Automatic Data Processing Risk Analysis”
(FIPS PUB 65) contains more detailed information. The references in Appendix B
offer other suggestions. ‘

If the recommended application concept alternative includes the acquisition of an
application specific installation (e.g., a PC) you should refer to Appendix C,
Installation Risk Analysis, in the “EPA Information Security Manual,” which
provides you with several helpful worksheets and suggestions for documenting the
results of your analysis. These worksheets will also be needed during the Design
stage.

To illustrate a common RISK ANALYSIS methodology and how each of the core
concepts relates, assume the following information management problem: you are
in charge of implementing an efficient and effective way to process and document
employee performance appraisal ratings. INTEGRITY and CONFIDENTIALITY
would obviously be relevant to this problem. You might proceed as follows:

*  Your first step is to identify the INFORMATION RESOURCES (e.g., employee
performance data, computer platform, software)

* Second, you identify ADVERSE EVENTS that could affect the INTEGRITY and
CONFIDENTIALITY of each INFORMATION RESOURCE (e.g., unauthorized
manipulation of performance data or disclosure of performance data to other
than the employee or authorized supervisor)

*  Third, you identify THREATS that could cause these ADVERSE EVENTS (e.g.,
employees seeking to raise their scores, or employees seeking to find out the
scores of others)

* Fourth, you identify the potential VULNERABILITIES (e.g., no user
identification and authentication via hardware or software)

. Fifth, you identify the RISK for each ADVERSE EVENT (e.g., fairly low
expectancy that a given employee wo.ld raise his/her own performance
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appraisal score because of the known integrity of staff, medium likelihood of
embarrassment over disclosure of confidential information)

Your approach needs to be forward-looking enough to anticipate future RISKS. For
example, if there is a possibility that your database may, at some future time, include
confidential business information (CBI), it might make sense to include access
protection from the start. Keep in mind that good SECURITY MEASURES are often
difficult and expensive to retrofit, so that over-designing in the short term may be a
wise dedision.

4322 Selection of Security Measure Types and Benefit-Cost Analyses

Your next activity involves the selection, at a high level, of appropriate types of
SECURITY MEASURES for each application concept alternative. The term
“appropriate” implies both of the following:

*  That the type of SECURITY MEASURE is effective

*  That the SECURITY MEASURE type would cost less to implement over the life
cycle than the RISK of not implementing it ‘

Since selecting appropriate types of SECURITY MEASURES is a form of benefit-cost
analysis, be sure to reference that practice paper. In this context, benefits are equated
to the amount RISK is reduced as VULNERABILITIES are reduced or eliminated.
‘Costs are equated to the cost for development, acquisition, implementation,
operation, periodic evaluation and eventual archiving of the SECURITY
MEASURES.

There are a number of things to keep in mind as you select types of SECURITY
MEASURES:

* " Some of the types of SECURITY MEASURES you require may already be
planned for or in place. For example, the “EPA Information Security Manual”
requires the implementation of minimal SECURITY MEASURES for all agency
minicomputers, mainframe, PCs, LANs, and word processor installations. Of
course, you still need to coordinate with the installation custodian to make
sure that your requirements will be met.

*  There are also a number of types of SECURITY MEASURES that are derived
simply from following OSWER's Life Cycle Management Guidance. For
example, quality assurance, data management and configuration management
practices reduce your VULNERABILITIES to loss of AVAILABILITY and
INTCGRITY and to INAPPROPRIATE USE at no additional cost. The cost of
these SECURITY MEASURE types is accounted for under those activities.
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Appei\dix C éontains a Secdrity Measure Characterization Matrix which should be
helpful to you in identifying types of SECURITY MEASURES. “

s

4.3.23 Test Strategy for Security Measures

During the Concept phase, you must also decide on a test strategy which will ensure ,
that: '

* Al SECURITY MEASURE types for the recommended application concept
alternative will be in place when they are needed

*  They are functioning effectively
. They will remain effective over the entire life cycle

Your testing strategy should.also reflect the relevance of the SECURITY
OBJECTIVES (i.e., more rigorous testing for highly SENSITIVE applications; less
rigorous testing for applications with medium SENSITIVITY). For example, if
CONFIDENTIALITY were highly relevant, your strategy might be to exercise every’
line of code in the access control software; if AVAILABILITY were highly relevant,
your test strategy might be to hold frequent disaster recovery drills.

Your strategy should include simulation of ADVERSE EVENTS. For example, a
simulation of an ADVERSE EVENT relevant to CONFIDENTIALITY would be an
attempt to subvert access SECURITY MEASURES.

4333 Special Considerations for Developmental Security Measures During the
Concept Phase

Your first concern, prior to conducting any of the above activities, is getting all your
Concept phase developmental SECURITY MEASURES in place. For example, you

may need to set up a process for personnel screening and selection or for controlled
document handling prior to the start of any of the Concept phase activities.
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4.3.4- Concept Phase Products and Baselines | N

System Concept Document

You use the System Concept document to describe the:

e  SECURITY MEASURE types for each ,applicatibn concept alternative, as'part of
the process of itemizing the high level functional requirements and high level
data requirements '

*  Life cycle benefits and costs by SECURITY MEASURE type for each application
concept alternative :

Data Management Plan

You document your application security management approach for data
AVAILABILITY, INTEGRITY, CONFIDENTIALITY, and APPROPRIATE USE in the
Data Management Plan. You should be able to identify SENSITIVE data at the entity
level at this phase. Refer to the practice paper on Data Management in Part 3 of the
OSWER System Life Cycle Management Guidance. )

- Data specific SECURITY MEASURES (e.g., backup/recovery, logging and auditing)
are also topics included in the Data Management Plan outline given in Part 2 of the
OSWER System Life Cycle Management Guidance. - . —

Te m n

You document your test strategy for each type of SECURITY MEASURE for the
recommended application concept in the System Test Document and the Acceptance
Test Document. Since at this point you don't know how specific SECURITY
MEASURES will be designed, this information will of necessity be quite general.
You will, however, be able to define what ADVERSE EVENTS need to be simulated

by the testing process. :
Concept Decision Paper

At the end of the Concept phase you update the summary of your overall
application security management approach in the Concept Decision Paper.

, ent Pl -

Also at the end of the Concept phase, you update your overall security management
approach for the remainder of the life cycle. You also update the Project
Management Plan to reflect the objectives accomplished as well as the key decisions
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made, activities completed or underway, dosts, products delivered, and baselines
modified. Be sure to include: -

*  Revision of Initiation phase topics
®  Methodology for high level RISK ANALYSIS -
®  Results of benefit-cost analysis

* . For applications with low SENSITIVITY, an explanation that only minimal
SECURITY MEASURES are required and therefore a RISK ANALYSIS and
benefit-cost analysis were not conducted

¢  For applications with medium or high SENSITIVITY, reference the System.
Concept Document (above) for a description of SECURITY MEASURE types
and costs ‘

You also need to develop and document an application security management
approach workplan for the Definition stage. It should cover new objectives, key
decisions, activities, products and baselines. Be sure to address:

"« SECURITY MEASURES needed o be in place at the start of the Definition stage
*  The methodology o be used to define SECURITY MEASURE types

*  The methodology to be used to define SECURITY MEASURE test criteria

e Definition stage activities, as defined in Section 44

Refer to the topical outline for the Project Management Plan given in Part 2 of the
OSWER System Life Cydle Management Guidance for the Concept phase. Note that
it includes a section specifically entitled “Security Approach.”

44  Application Security Ma'nagement During the Definition Stage

441 Overview

You refined your application security management approach during the Concept
phase after conducting RISK ANALYSES and benefit-cost analyses. for each
application concept alternative.

‘During the Definition stage, your approach addresses new project objectives and a

number of new key decisions, activities and products along with the creation of the
Definition baseline. See Exhibit 4.4-1 for an overview of these topics.
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EXHIBIT 4.4-1: DEFINITION STAGE SUMMARY - \
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By the end of the Definition stage you will have:

e Completed and documented a more rigorous RIS.K ANALYSIS of the selected
application concept alternative

o  Selected specific SECURITY MEASURES within each type identified in the
Concept phase after performing a more detailed benefit-cost analysis

¢ - Described each SECURITY MEASURE at a logical level of detail to allow for
design of the software, logical database, external procedures, training courses,
manuals, hardware, telecommunication equipment and fadility construction

o  Started preparation of purchase requests for physical and technical SECURITY
MEASURES and the acquisition or modification of special installations and
facilities

e  Established your SECURITY MEASURE test criteria and defined your test
methodology for the remainder of the life cycle

e  Determined what SECURITY MEASURES need to be in place for the Design
stage )

442 Definition Stage Activities
4421 Detailed Risk Analysis

If you have an application with high or medium SENSITIVITY, your first step is to -
conduct and document a RISK ANALYSIS of the selected application concept that is
more detailed than the RISK ANALYSES you did for each of the alternatives during
the Concept phase. Again, the level of formality depends on the degree of
SENSITIVITY of your application. Refer to the citations in Appendix B of this
document and the “EPA Information Security Manual” for more information on
available methodologies. '

4422 Selection of Specific Security Measures and Detailed Benefit-Cost Analysis
You follow the RISK ANALYSIS with selection of specific SECURITY MEASURES
from the types defined in the Concept phase and a much more detailed benefit-cost

analysis. While methodologies for doing this vary, they all share the following
elements: . :
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*  Selection of a broad range of specific SECURITY MEASURES which can
effectively counter the potential THREATS and reduce the identified
VULNERABILITIES .

¢  Determination of costs to develop or acquire, install, operate, maintain, -
periodically evaluate and eventually archive these SECURITY MEASURES

*  Comparison of the life cycle costs of comparably effective SECURITY
MEASURES, choosing those which cost the least

*  Selection of those SECURITY MEASURES with benefits which outweigh the
costs (i.e., the most cost effective)

Chapter 9 of the “EPA Information Security Manual” describes a basic set of
. SECURITY MEASURES derived from “Guidelines for Security of Computer
Applications” (FIPS PUB 73). Appendix C of this document aiso contains a Security

Measures Characterization Matrix, broken down into logical categories, which
should be helpful to you. 2

The selected SECURITY MEASURES should be added to the OSWER System Update
Form. :
4.4.23 Specific Security Measure Definition |
You follow the selection of each specific SECURITY MEASURE with a detailed
definition. Your definition descriptions must be at a level of detail to allow for the
design of each individual physical, technical, administrative, or managerial
SECURITY MEASURE in the next stage.
An example definition of a physical SECURITY MEASURE is:

- “REPORTS A, B, and C are to be shredded as soon as they are out-of-date.”
An example definition for a technical SECURITY MEASURE might be:

“No EMPLOYEE-RATE should exceed the MAX-RATE for the EMPLOYEE-
POSITION. If this occurs, the Security Officer should be notified.”

or:

“Only the database administer is to have CREATE and DELETE access to the
EMPLOYEE-POSITION-RATE-TABLE.”
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An example ‘definition for an administrative SECURITY MEASURE is:

“An employee must be denied access to the application immediately upon
employee termination.” | ,

As shown in the above examples, SECURITY MEASURE definitions should be

expressed in a way that give the designers freedom of implementation. The

definitions can be expressed in English, as in the above examples, or in some tabular

or other structured format, such as a Decision Tree.

4.4.24 Security Measure Procurement

If any of your selected SECURITY MEASURES need to be purchased, leased, built,
contractor-supported, etc., now is the time to start planning your procurement
actions. " :

4.42.5 Test Criteria for Security Measures

During the Definition stage, you define test criteria and methodologies for each
specific SECURITY MEASURE.

Test criteria provide the basis for determining whether or not your SECURITY
MEASURES are in place and functioning effectively. An example SECURITY
MEASURE test criterion might be “no trivial passwords.” You could measure
password control software against this criterion as well as user practices during the
Implementation and Production stages.

In your test methodology you define when each SECURITY MEASURE is to be
tested, by whom, and how. You may chose to integrate testing of your technical
software SECURITY MEASURES with all other software components during the
Design stage through peer reviews, walkthroughs, modeling, etc. Other technical as
well as physical and administrative SECURITY MEASURES may need to be tested or
evaluated periodically throughout the application life cycle to ensure that they are
in place and functioning effectively. For example, you may need to monitor user

access privileges frequently or make sure that user passwords aren't taped to
terminals.
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4.4.3  Special Considerations for Developmental Security Measures During the
‘Definition Stage E
As during the Concept phase, your first concern is getting all your Definition stage
developmental SECURITY MEASURES in place and reviewing the effectiveness of
those already in place. For example: : ‘ :
* Do you need to control access to documentation?

* Have you identified who can authorize and who is authorized for each
document? '

* Do you have secure hardcopy storagé available?
* How will confidential documents be identified and marked?

4.4.4 Definition Stage Products and Baselines

Be sure to keep in mind that the following pfodiicts and baselines may contain
definitions which you may need to keep confidential and that you may have to
implement SECURITY MEASURES to protect them from inadvertent or intentional
disclosure.

 Revised OSWER System Update Form

You revise the OSWER System Update Form for the OSWER Data Resource
Directory to include a description of the defined SECURITY MEASURES and submit
this form to the OSWER Senior Information Resource Management Officer
(SIRMO). The revised form is also placed in the Definition baseline.

Detailed Functional Requirements

You include the definition of each selected SECURITY MEASURE in the Detailed
Functional Requirements.

You update your application security management approach for data
AVAILABILITY, INTEGRITY, CONFIDENTIALITY, and APPROPRIATE USE in the
Data Management Plan. Don't forget to include your approach for data conversion
from hardcopy or existing databases if the data is SENSITIVE. The Detailed Data
Requirements document has specific sections for “Audit Trail Requirements” and
“Security Requirements.” You describe access requirements (e.g., CREATE, READ,
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UPDATE, DELETE) for each entity or data element for each user category in the
Requirements Data Dictionary. .

Refer to the Practice Paper on “Data Management” in Part 3 of the OSWER System
Life Cycle Management Guidance. .,

You expand these two documents to include SECURITY MEASURE test criteria and
methodologies as described above.

Definition Decision Paper

At the end of the Definition stage you update the summary of your overall
application security management approach in the Definition Decision Paper.

At the end of the Definition stage, you update your overall application security
management approach for the remainder of the life cycle in the Project
Management Plan. You also update the Project Management Plan to reflect the
objectives accomplished as well as the key decisions made, activities completed or
underway, costs, products delivered, and baselines modified or added.

For applications with high or medium SENSITIVITY, be sure to include:

® Revision of Concept phase topics

*  Results of detailed RISK ANALYSIS

o Reference to the Detailed Functional Requirements for definitions of each of
the SECURITY MEASURES

J l;ife cycle costs of each SECURh'Y MEASURE in the benefit-cost aﬁalysis section
o -Procummt approach for SECURITY MEASURES to be acquired

*  Resources for SECURITY MEASURE procurement |

o H#ndling of SENSITIVE data during conversion

You also need to develop and document an application security management

-approach workplan for the Design stage. It should cover new objectives, key
decisions, activities, products and baselines. Be sure to address:
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e  SECURITY MEASURES needed to be in place at the start of the Design stage
* The methodology to be used to design each SECURITY MEASURE -

e The methodology to be used to design the test procedure(s) for each SECURITY
MEASURE :

®  Design stage activities, as defined in Section 4.5

Refer to the topical outline for the Project Management Plan given in Part 2 of the
OSWER System Life Cycle Management Guidance for the Definition stage.

4.5  Application Security Management During the Design Stage -
4.5.1 Overview |

You planned your detailed application security management approach for the
Design stage during the Definition stage by confirming the Concept phase RISK
ANALYSIS and logically defining each needed SECURITY MEASURE. During
Design your approach addresses new project objectives and a number of new key
decisions, activities and products, as well as the creation of the Design baseline. See
Exhibit 4.5-1 for an overview of these topics.

By the end of the Design stage you will have:
¢  Completed and submitted a Security Plan per OMB Bulletin 90-08, if required

* Confirmed the RISK ANALYSIS performed earlier and submitted appropriate
worksheets and reports required for installations by the “EPA Information
Security Manual” .

*  Specified each defined SECURITY MEASURE at a level of detail to allow for
development of software, physical database, external procedures, training
courses, user manuals, hardware, telecommunications equipment and facility
construction '

e  Submitted funded procurement requests to the Procurement and Contracts
Management Division and requisitions for acquisition or modification of
spedial facilities to the appropriate organization

* ‘Completed design of each defined SECURITY MEASURE test procedure

* Determined what SECURITY MEASURES need to be in place for the
Development stage , .
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4.5.2 . Design Stage Activities
45.2.1 Special Oversight Organization Requirements

The Office of Management and Budget (OMB) requires the agency to submit plans
for the “security and privacy” of “each computer system that contains sensitive
information” to the National Institute of Standards and Technology (NIST) and the
National Security Agency (NSA) for advice and comment. If you have an OSWER
Level I application (as defined in Part 3, “System Life Cycle Review and Approvals*)
- with medium or high SENSITIVITY, you will need to comply with OMB Bulletin
90-08. A citation is given in Appendix B. The Bulletin recommends a number of
traditional SECURITY MEASURES for various types of applications which were
compiled from other federal guidelines. .

As noted in the Initiation and Concept phases, Appendix C of the “EPA Information
Security Manual” describes methodologies for conducting application and
installation RISK ANALYSES. Regardless of the RISK ANALYSIS methodology
you chose to use during the Concept phase and Definition stage, for applications
involving specific installations, you must complete a Qualitative Risk Analysis
Worksheet or an Installation Quantitative Risk Analysis Report.

4.522 Security Measure Design Specifications

Your first step is preparing design specification for your physical, technical,
administrative, and managerial SECURITY MEASURES. The following are
examples of the level of detail appropriate for design specifications:

Heavy-duty
1/3 HP motor
Paper size up to 15’ x 11'
Shreds=11/2" .
- Up to 6 sheets of 20 Ib paper
50' per minute
Technical: AUDIT REPORT #1A
If EMPLOYEE-RATE is greater than the MAX-RATE for the EMPLOYEE-
POSITION:

then
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post EMPLOYEE-NAME, EMPLOYEE-RATE, MAX-RATE for the .
EMPLOYEE:POSITION and VARIANCE-CODE of “13” in the
SECURITY-NOTIFICATION-FILE .

Create Authority = GROUP A

Delete Authority = GROUP A
Update Authority = GROUP A and B
Read Authority = All

Administrative: Access Control Procedures

Prior to actual termination, an employee's immediate supervisor must
provide the system administrator written notification of the termination
date.

At COB of the termination date, all system access privileges will be revoked by
the system administrator. :

The Design stage is where you decide, along with your design team, how to actually’
implement each particular SECURITY MEASURE. ‘

4.5.23 Security Measure Procurement

You also prepare design specifications for any hardware, software, :
telecommunications equipment, services and facility SECURITY MEASURES you
are obtaining through procurement or requisition. Note that requests for special
locks and combination safes go to the Facilities Management and Support Services
Division. Don't forget that you may also need to incorporate SECURITY
MEASURES in the procurement or requisition packages, themselves, such as
contractor non-disclosure statements. '

4.5.24 Security Measure Test Procedures

Based on the test criteria and methodologies you documented in the Definition
stage, you design test procedures for each SECURITY MEASURE and add these
procedures to the test documents. This includes tests for abnormal, unusual,
improbable and illegal conditions and considers the effect of not following manual
SECURITY MEASURES. In general your test procedures should include:

* . descriptions of your test input (e.g., data and simulated ADVERSE EVENTS) -
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¢  expected results
*  steps necessary to set up the test

*  steps necessary to conduct the test

*
K4

-
~

Keep in mind that some of your SECURITY MEASURES are tests themselves (e.g, 2

variance report), so at times you are testing the effectiveness of a test. ,

You may need to incorporate some formal testing techniques into the Test
Documents for use in the Development stage. For example:

* Static evaluation includes:
- code review
— penetration studies
- source code analyzers
* Dynamic testing includes:
— execution of application with test data
=~ program analyzers
~ flaw hypothesis method, based on analogous flaws in other

applications

See “Guidelines for Security of Computer Applications” (FIPS PUB 73) for details.

4.5.3 Special Considerations for Developmental Security Measures During the
Design Stage - |

As with the previous phases and stage, your first concern is getting all your Design

stage SECURITY MEASURES in place and reviewing the effectiveness of those

already in place. For example:

* Do you have technical access SECURITY MEASURES to prevent unauthorized
use of your proprietary computer-based design tools?

* Do you need to have additional personnel screened and selected?

* Do you need to brief Procurement and Contracts Management Division on any
SENSITIVE procurements?

\

425



OSWER DIRECTIVE #9028.00c¢

®  Structured coding

* Avoiding unnecessary programming

* Isolation of user interfaces

* Human engineering, which makes interfaces easy to use and understand

® Avoidance of shared computer facilities, if possible

* Isolation of critical code |

*  Use of available SECURITY MEASURES provided by the Operating System

See “Guidelines for Security of Computer Applications” (FIPS PUB 73) for further
suggestions. o ’

MEASURES may be needed later if the design exposes critical code or data. Also, the
design review is the last Opportunity to identify VULNERABILITIES.

454 Design Stage Products and Baselines

As in the Definition stage, you should keep in mind that these products and

baselines may contain designs which may need to be kept confidential and that you
may have to implement SECURITY MEASURES to protect them from inadvertent

® Application identification and descfiption
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*  The degree of SENSITIVITY assigned in the Initiation phase

* The SECURITY MEASURES identified for the selected application concept
during the Definition phase

*  Whether each SECURITY MEASURE is planned or already in place

* Additional comments such as the need for supplemental guidance or standards

When completed, submit the Security Plan to the OSWER Senior Information
Resources Management Officer (SIRMO) for review and transmittal. This
document also becomes part of the Design baseline. It is also updated, if necessary,
during the Implementation stage. ’ .

If your recommended application concept includes a dedicated installation you have
already conducted your RISK ANALYSIS for the recommended alternative per
Appendix C of the “EPA Information Security Manual” during the Concept phase.
The worksheet or report should now be added to the Design baseline. A copy :
should also be sent to the OSWER Senior Information Resource Management
Officer (SIRMO) for inclusion in OSWER's annual security report to the Office of
Information Resources Management (OIRM). .

2ystem Design document

You include the detailed physical designs of each defined SECURITY MEASURE in
the System Design document. ‘ )

You update your application security management approach for data
AVAILABILITY, INTEGRITY, CONFIDENTIALITY and APPROPRIATE USE in the
Data Management Plan. Refer to the Practice Paper on “Data Management” in Part 3
of the Guidance.

You specify access SECURITY MEASURES (if any) for each entity or element in the
Physical Database Design and Design Data Dictionary.

You expand these two documents to include SECURITY MEASURE test procedures.
- Note that the design documents above provide the basis for a SECURITY MEASURE
design validation and development of detailed SECURITY MEASURE testing
procedures.
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i. . 0 Pa

At the end of the Design stage you update the summary of your overall application
security management approach in the Design Decision Paper. 4

Froject Management Plan

At the end of the Design stage, you update your overall application security'
nanagement approach for the remainder of the life cycle in the Project
Management Plan. You also update the Project Management Plan to reflect the
objectives accomplished as well as the key decisions made, activities completed or
underway, costs, products delivered, and baselines modified. or added.

For applications with high or medium SENSITIVITY, be sure to include:

®  Revision of Definition stage topics

* Planning issues for installation of SECURITY MEASURES and application
security awareness and training '

You also need to develop and document an application management approach
workplan for the Development stage. 1t should cover new objectives, key decisions,
activities, products and baselines. Be sure to address:

® SECURITY MEASURES needed to be in Place at the start of the Development

* The methodology to be used to develop each designed SECURITY MEASURE

*  The methodology to be used to perform unit and integration teSﬁng of each
SECURITY MEASURE ‘

®  Development stage activities, as defined in Section 4.6

Refer to the topical outline for the Project Management Plan given in Part 2 of the
OSWER System Life Cycle Management Guidance for the Design stage

46 Application Seeu.r!ty Management During the Development Stage

4.6.1 Overview |

You planned your detailed application security management approach for thc
Development stage during the Design stage. During development your approach
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addresses new project objectives and a number of new key decisions, activities, and
products along with the creation of the Development baseline. See Exhibit 4.6-1 for
an overview of these topics. 2
By the end of the Development stage you will have:
*  Developed (i.e., coded) each software SECURITY MEASURE
*  Otherwise acquired or constructed each SECURITY MEASURE
*  Performed unit and integration tests of each of the SECURITY MEASURES
®  Drafted application security mamgément aspects of operational documents
* Complied with “EPA Information Security Manual®, Appendix D, guidance in
Preparation of an installation Continuity of Operations or application
~ Contingency Plan as one of your SECURITY MEASURES
* Determined what SECURITY MEASURES need to be in place for the
Implementation stage

4.62 Development Stage Activities

4.6.2.1 Coding of Security Measures

Your first step is coding your software SECURITY MEASURES such as user
identification and authentication routines, audit trails, exception reporting, variance
detection, anomalies in volume_s, etc. ,

4.6.22 Acquisitioxi of PMnd Security Measures

Throughout the Development stage you accept and put into place the SECURITY
MEASURES you procured or had built or modified.

4.6.23 Preparation of Operational Documents

You also write the SECURITY MEASURE sections of the User, Maintenance and

Operations Manuals, draft a separate Security Manual, if appropriate, and prepare all
application security awareness and training courses/modules and material.
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The “EPA Information Security Manual,” Appendix D, also requires an installation
Continuity of Operations plan or application Contingency Plan for all high or
medium SENSITIVITY applications where AVAILABILITY is a relevant SECURITY
OBJECTIVE. : )

One common problem with Continuity of Operations Plans is the omission of *
procedures to restore operations at the original site. Don't neglect this important
part of the process. -

4.6.24 Unit and Integration Testing of Security Measures

At the same time you prepare test data for unit and integration testing and conduct
these SECURITY MEASURE tests. This testing covers acquired (e.g., facilities,
hardware, teleccommunications devices) as well as coded (i.e. software) and
procedural SECURITY MEASURES. It also includes testing of any procedural
SECURITY MEASURES described in the operational documents.

4.6.3 Special Comidmtidns for Dcvelopmentil Security Measures During the
Development Stage

As with the previous phases and stages, your first concern is getting all your
Development stage SECURITY MEASURES in place and reviewing the effectiveness
of those already in place. For example: :

* Have your programmers been briefed on SECURITY MEASURES?
* How will you prevent or detect fraudulent changes to code?
®  Are all developmental coinputers virus free?

* Do you have adequate procedures for disposing of SENSITIVE source and
object code listings?

*  Does the installation have a Continuity of Operations Plan for loss of your
developmental computer or you for your key programmers?

Modern information engineering methods enhance application security, since they
reduce both flaws in the implementation of SECURITY MEASURES and fraudulent
additions or changes to code. Techniques include:

. Peer review

.

* Making one other programmer equally responsible
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*  Program library that .
= permits only authorized persbns to access modules
= records all accesses , ' %
= assodiates control data (e.g., record, byte counts) with modules
= enables comparison of current version to Previous versions
*  Special documentation of SECURITY MEASURE related code
®  Avoiding programmer association with operational application
*  Redundant computation '
*  Program development tools such as:
= high level languages
= Ppreprocessors
= reformat source code
- cross reference listings
= debugging aids
= 4GLs

;G:xuc:ehnes for Security of Computer Applications” (FIPS PUB 73) provides further
e . : ‘

464 Development Stage Products and Baselines

Keep in mind that you may need to handle these documents as SENSITIVE
information, as in the Definition and Design stages.

The Development baseline also includes the installation Continuity of Operations
Plan or application Contingency Plan, if required by the “EPA Information Security
Manual,” Appendix D. A copy should be sent to the OSWER Senior Information
Resource Management Officer (SIRMO) for inclusion in the OSWER annual
security report to the Office of Information Resources Management (OIRM).
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The plan should cover:

o Maximum acceptable period of interruption

. Identiﬁcation of critical functions .
®  Alternate processing installations and facilities

o Backup and recovery procedures and drills

Details are available in “Guidelines for Security of Computer Applications” (FIPS
PUB 73) and the “EPA Information Security Manual,” Appendix D.

If necessary, write a separate Security Manual. An outline is provided in Part 2 of
the OSWER System Life Cycle Management Guidance. This is also submitted to the
OSWER Senior Information Resource Management Officer (SIRMO) for inclusion
in the annual security report for the Office of Information Resources Management
(OIRM).

Review the outlines of each of these operational documents (Part 2 of the OSWER
System Life Cycle Management Guidance) and provide input concerning SECURITY
MEASURE aspects, if not already covered by a separate Security Manual.

Source Code Comments

The OSWER System Life Cycle Management Guidance recommends that source
code comments be used in general to document the details of any module.
However, you should be aware that there is a tradeoff between good documentation
practices and introducing a potential VULNERABILITY by using detailed comments
in SECURITY MEASURE related code, because these comments could be used by
hackers to determine how to circumvent the SECURITY MEASURES.

System Test Document and Acceptance Test Document

You update your SECURITY MEASURES test procedures and document your unit
and integration test results in the System Test Document and the Acceptance Test
Document. Where applicable, you include both test data and results since these will
be used periodically throughout the life cycle for regression testing. Test results
stould be reviewed for previously uncovered VULNERABILITIES.
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At the end of the Development stage, you update the summary of your overall
application security management approach in the Development Decision Paper, and
summarize the results of the Development stage, particularly testing, regarding
application security. Document any new VULNERABILITIES that have been ~
revealed by the testing process.

Froject Management Plan

At the end of the Development stage, you update your overall application security
anagement approach for the remainder of the life cycle in the Project
Management Plan. You also update the Project Management Plan to reflect the

objectives accomplished as well as the key decisions made, activities completed or
underway, costs, products delivered, and baselines modified or added.

For applications with high or medium SENSITIVITY, be sure to include:
*  Revision of Design stage topics N

* Planning issues for installation of SECURITY MEASURES and application
security awareness and training

You also need to develop and document an application security management
approach workplan for the Implementation stage. It should cover new objectives,
key decisions, activities, products and baselines. Be sure to address:

¢ SECURITY MEASURES needed to be in place at the start of the
Implementation stage |

*  The methodology to be used to complete implementation of each SECURITY
MEASURE -

*  The methodology to be used to perform/ system and acceptance testing for each
SECURITY MEASURE ' | . '

*  Implementation stage activities, as defined in Section 4.7

Refer to the topical outline for the Prbject Management Plan given in Part 2 of the
OSWER System Life Cycle Management Guidance for the Development stage.

Data Management Plan

" Revise the Data Management Plan, if necessary. Refer to the Practice Paper on “Dat4
Management” in Part 3 of the Guidance.
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4.7  Application Security Management During the Implementation Stage
4.7.1 Ovefview

You planned your detailed application security management approach for the
Implementation stage during the Development stage. During implementation your
approach addresses new project objectives, and a number of new key decisions,
activities, and products as well as the updated Development baselme See Exhibit
4.7-1 for an overview of these topics.

By the end of the Implementation stage you will have: .

e  Performed system and acceptance testing of all Production stage SECURITY
MEASURES

e Trained everyone who has a apphcahon secunty role and reported the results
of this training

e Completed the Application Certification Worksheet

¢ Updated the OMB Bulletin 90-08 compliant Security Plan drafted in the Design
stage

*  Determined what SECURITY MEASURES need to be in place for the
Production stage

472 Implementation Stage Activities
4721 System and Acceptance Testing of Security Measures

You develop test inputs (e.g., data and simulated ADVERSE EVENTS) and conduct
penetration, system and acceptance testing on each SECURITY MEASURE to be
placed into production. You may choose to test your software SECURITY

MEASURES along with the testing of other software components or to test them
separately. _

During system testing you ensure that all SECURITY MEASURES are compatible
with each other as well as other application requirements. For example, software
SECURITY MEASURES should not seriously degrade system response times.
Identification and authentication protocols should not significantly impede need-to-
know access.
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During acceptance testing, you make sure that your SECURITY MEASURES
adequately support each of the relevant OSWER SECURITY OBJECTIVES.

4.722 Application Security Awareness and Training :

The “EPA Information Security Manual” requires that training itself be a SECURITY
MEASURE. You conduct general application security awareness and specific task
training during the Implementation stage, either in conjunction with other user
training or separately, so that all personnel with an application security role will be
in a position to fulfill their roles when the system goes into production. Be sure to
think broadly when identifying people for training: you may need to include such
diverse staff as managers, data generators, information disseminators, facility
operators, software and hardware maintainers, etc. Prepare a statement that security
awareness and training have been conducted for all appropriate personnel.

4723 Completion of Application Certification Worksheet -
If the application is of medium or high SENSITfVITY, you complete the Application
Certification Worksheet found in Appendix B of the “EPA Information Security
Manual.” Note that the manual states that the worksheet be completed by the
application owner, reviewed by the owner's immediate supervisor, and approved by
the OSWER Senior Information Resource Management Officer (SIRMO).
4724 Revision of OMB Bulletin 90-08 Compliant Security Plan )
If necessary, you revise the OMB Bulletin 90-08 compliant Security Plan drafted
during the Design stage. ' :
4.7.3" Special Considerations for Developmental Security Measures During the

_ Implementation Stage :
As with the previous phases and stages, your first concern is getting all your
Implementation stage SECURITY MEASURES in place and reviewing the
effectiveness of those already in place. For example:

e If you are converting an existing manual or automated database are you
adequately protecting the SENSITIVE data during transfer?

¢ Have your trainers been screened?
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® Is there a procedure for reporting ADVERSE EVENTS during system and
acceptance testing? : g

Are you protecting your copyrighted software?

1S 3

474 Implementation Stage Products and Baselines

pproved Applicatibn
Certification Worksheet. It is also submitted to the OSWER

Senior Information
Resource Management Officer (SIRMO) for inclusion in the annua] security report
to the Office of Information Resources Management (OIRM).

Security Manual

This is the last chance to revise the SECURITY MEASURE sections of any
operational documents before the Production stage.

Training Report
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You document the results of the application security awareness and training (along
with any other training) in the Training Report, in addition to the Security Training
Statement mentioned above. .

T nce Test m . .

You document the results of system and acceptance testing of each SECURITY
MEASURE in the System Test Document and the Acceptance Test Document.

Imel ion Decision P

At the end of the Implementation stage, you update the summary of your overall
application security management approach in the Implementation Decision Paper.
The decision to take the application into production should stress the results of
SECURITY MEASURE system and acceptance testing. -

Project Management Plan

At the end of the Implementation stage, you dpdgte your overall appliCation
security management approach for the remainder of the life cycle in the Project
Management Plan. You also update the Project Management Plan to reflect the

objectives accomplished as well as the key decisions made, activities completed or
underway, costs, products delivered, and baselines modified or added.

For applications with high or medium SENSITIVITY, be sure to include:
* Revision of Development stage topics

®  Results of SECURITY MEASURE installation and testing and application
security awareness and training

You also need to develop and document an application management approach
workplan for the Production stage. It should cover new objectives, key decisions,
activities, products and beselines. Be sure to address:

*  SECURITY MEASURES needed to be in place at the start of the Production
stage |

e Production stage activities, as defined in Section 4.8

Refer to the topical outline for the Project Management Plan given in Part 2 of the
OSWER System Life Cycle Management Guidance for the Implementation stage.

Data Management Plan
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Revise the Data Management Plan, if necessary. Refer to the Practice Paper on “Data —

Management” in Part 3 of the Guidance.

48  Application Security Management During the Production Stage
48.1 Overview '

You completed your detailed application security management approach for the
Production stage during the Implementation stage, by completely testing and
certifying all SECURITY MEASURES. During the Production stage your approach
may alter operational. project objectives, and affect a number of key decisions,
activities, and products and contribute to the Operational baseline. See Exhibit 4.8-1
for an overview of these topics. ‘

Application security management during the Production stage involves:

Operation and monitoring of SECURITY MEASURES
Responding to ADVERSE EVENTS "
Submitting modification requests

- Ongoing application security awareness and training

4.8.2 Production Stage Activities
4.8.21 Operation and Motiitoring of Security Measures

SECURITY MEASURES are now operating. Periodically, you may supplement these
routine SECURITY MEASURES by conducting informal inspections, such as spot
review of log sheets. : ' :

4822 Responding to Adverse Events

During the Production stage, you must deal with ADVERSE EVENTS as they occur.
Your administrative SECURITY MEASURES should have detailed procedures for
handling these situations. For example, what steps would you take if an employee
intentionally introduced a virus into the application, mishandled confidential
business information, or shared a password? ,

In addition, application Contingency Plans or installation Continuity of Operations
Plans may be invoked by ADVERSE EVENTS. For example, a Contingency Plan

. may be executed in response to the loss of a database. In response to a fire or flood or
hardvrare failure you will invoke a Continuity of Operations plan. ~
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4823 Modification Requests

You may uncover new VULNERABILITIES during the Production stage as the
result of day-to-day operation of SECURITY MEASURES. These should be handled
according to established OSWER System Life Cycle Management Guidance )
Configuration Management procedures in Part 3. .

4824 Ongoing -Application Security Awareness and Training ]

You need to repeat application security awareness and training as performed in the
Implementation stage for new employees, transferred employees, and periodically as
a refresher for existing employees. Update your Security Training Statement as
appropriate. '

48.3 Production Stage Products and Baselines

Submit your Security Training Statement to the OSWER Senior Information
Resource Management Officer (SIRMO) for inclusion in the annual security report
for the Office of Information Resources Management (OIRM). The Implementation
baseline includes a copy of the Security Training Statement.

Performance Report

You may wish to summarize ADVERSE EVENTS and failures of SECURITY :
MEASURES using the Performance Report format provided by Part 2 of the OSWER
System Life Cycle Management Guidance. '

Other Life Cycle Documents

You may revise the SECURITY MEASURE sections of other documents as necessary
via OSWER System Life Cycle Management Guidance Configuration Management

procedures (Part 3).
49  Application Security Management During the Evaluation Stage
49.1 Overview o

Periodic formal evaluation under the OSWER System Life Cycle Management
Guidance monitors the operational project objectives, and addresses a number of
new key decisions, activities, and products and possibly alters the Operational
baseline. See Exhibit 4.9-1 for an overview of these topics.
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Application security management during the Evaluation stage involves:
*  Certifying existing applications ‘

* Uncovering new VULNERABILITIES and recommending enhancements or
additions to SECURITY MEASURES as part of an overall system evaluation as
part of the life cycle

*  Analyzing occurrences of ADVERSE EVENTS that represents a significant
change in application security requirements and therefore re-evaluation,

* Conducting appropriate evaluation

 and resubmitting oversight organization
documents as required

492 * Evaluation Stage Activities
49.2.1 Certification of Existing Applications

All existing applications that have not yet been certified during the Implementation
stage must undergo a formal evaluation process and be certified for application
security using the process suggested in the “EPA Information Security Manual,”
Appendix B, including SENSITIVITY evaluation and RISK ANALYSIS. Poorly
designed applications may have to be upgraded through the life cycle process before
certification is possible.

Using the VULNERABILITIES uncovered in this RISK ANALYSIS, you can reduce
obvious RISKS immediately while taking the time to plan more thorough
SECURITY MEASURES and revise the application system using the life cycle
approach. This allows for integrating application security improvements with other
purposes. ,

49.22 Security Enhancements |

Enhancements to application security are handled through the life cycle as described
above, with one exception: proposed enhancements must be scrutinized for impact
on application security along with an evaluation of the INTEGRITY and motivation
of the person making the request.
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49.23 Resubmission of Oversight Documents

Various oversight documents need to be resubmitted on a periodic basis {refer to

Exhibit 4.1-1), as follows:

*  The OMB Bulletin 90-08 Compliant Security Plan must be resubmitted
annually

*  The Installation Qualitative Risk Analysis Worksheet or Quantitative Risk
Analysis Report must be resubmitted every five years : '

*  The Application Certification Worksheet must be resubmitted every three
years

The following documents must be updated when significant changes occur or as
needed (refer to Exhibit 4.1-1): .

¢ Table for Sensitivity Evaluation
®* OSWER System Update Form

¢ The Installation Qualitative Risk Analysis Worksheet or Quantitative Risk
Analysis Report, if applicable

* Installation Continuity of Operations Plan or application Contingency Plan, if
applicable

®  Security Manual, if applicable
* Application Certification Worksheet

493 Evaluation Stage Products and Baselines

Use this worksheet from the “EPA Information Security Manual,” Section 4, to help
certify existing applications and also to evaluate enhancements. Submit it to the
OSWER Senior Information Resource Management Officer (SIRMO) for inclusion
in the annual security report to the Office of Information Resources Management
(OIRM).
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QSWER System Update Form

Revise this form when significant changes occur. Submit it to the OSWER Senior
Information Resource Management Officer (SIRMO) for the OSWER Data Resource
DireCtOfy- ‘.,
OMB Bulletin 90-08 Compliant Securitv Pl

Resubmit the Security Plan to the OSWER Senior Information Resource

Management Officer (SIRMO) every year for inclusion in the annual security report
to the Office of Information Resources Management (OIRM).

Installation Risk Analysis Worksheet or Report

Resubmit the appropriate Risk Analysis Worksheet or. Report, if required by the
“EPA Information Security Manual,” Appendix C, to the OSWER Senior
Information Resource Management Officer (SIRMO) every five years and when
significant changes occur for inclusion in the annual security report to the Office of
Information Resources Management (OIRM).

Resubmit the appropriate installation Continuity of Operations Plan or application
Contingency Plan, if required by the “EPA Information Security Manual,” Appendix
D, to the OSWER Senior Information Resource Management Officer (SIRMO) when
significant changes occur for inclusion in the annual security report to the Office of
Information Resources Management (OIRM).

S .I ll l 1.

Revise the Security Manual, if required, and submit it tq the OSWER Senior
Information Resource Management Officer (SIRMO) for inclusion in the annual
security report to the Office of Information Resources Management (OIRM).

Application Certification Worksheet

'Submit the Application Certification Worksheet to the OSWER Senior Information
Resource Management Officer (SIRMO) for certifying existing applications and for
re-certifying every three years and when significant changes occur.
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System Evaluation Report

Use the System Evaluation Report as a mechanism for periodic evaluation of the
application security aspect of the project. Its outline includes a section specifically
for security and a general section for functional and data improvements. Refer to
Part 2 of this guidance. .

4.10 Appiiaﬁon Security Management During the Archive Sﬁge
4.10.1 Overview

SENSITIVE information and applications may remain SENSITIVE for a period of
time even after the application has been archived. During the Archive stage you
identify archive project objectives, and address a number of new key decisions,
activities, and products along with the archiving of the Operational baseline. See
Exhibit 4.10-1 for an overview of these topics.

Application security management during the'Archive stage involves:

® Seeing that SECURITY MEASURES for disposition of all INFORMATION
RESOURCES are carried out correctly

* Certifying the disposition of archived documents and magnetic media to see
that each is destroyed and/or stored appropriately

4.10.2 Archive Stage Activities
4.10.2.1 Disposition of Security Measures

You should revisit the Sensitivity Evaluation worksheet from the Initiation phase
and RISK ANALYSIS from the Concept phase to help determine the potential
RISKS involved in archiving. The retention period for SENSITIVE information
should be considered.

Here you will carry out any SECURITY MEASURES designed during the life cycle
for the Archive phase (e.g., degaussing tapes, re-initializing memory, shredding
documents or securely storing documents, revoking accounts and passwords,
debriefing personnel).
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4.10.2.2- Certification of Archive Process

The System Disposition Report is the vehicle for certifying the disposition of
INFORMATION RESOURCES, including life cycle and oversight organization
documents. “

4.10.3 Archive Stage Products and Baselines

You use the System Disposition Report to ensure and document that appropriate
SECURITY MEASURES are used during the archival process. You must secure the
archived Operational baseline appropriately. Keep in mind that stored material may
have to be reinstated at a later time along with applicable SECURITY MEASURES.
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Appendix A: Terms
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L

This appendix provides a glossary of terms that are either OSWER core concepts
(defined further, with examples, in Chapter 2) or definitions derived from other
sources. Multiple definitions and synonyms are provided to resolve potential

discrepancies between this document and other applicable guidance documents.

Adverse Event
QSWER Core Concept:

In the broadest sense, the loss of an application's AVAILABILITY, INTEGRITY,
CONFIDENTIALITY or INAPPROPRIATE USE are ADVERSE EVENTS. Anything
that adversely affects any application INFORMATION RESOURCE is alsoan
ADVERSE EVENT since this in turn results in loss of AVAILABILITY, INTEGRITY,
CONFIDENTIALITY or INAPPROPRIATE USE or takes additional resources to
replace or recover. '

Application Security
Other definition:

The set of controls that makes an information system perform in an accurate and
reliable manner, only those functions it was designed to perform. The set of
controls includes the following: programming, access, source document, input data,
processing storage, output and audit trail. (EPA Information Security Manual,
Appendix A, “Information Security. ) .

QSWER Core Concept:

While INAPPROPRIATE use or misuse of an application may not result in direct
loss of AVAILABILITY, INTEGRITY, or CONFIDENTIALITY, misuse of our
INFORMATION RESOURCES is clearly undesirable and sometimes unlawful. In
OSWER we want to ensure that our applications are used for, and only for, support

of our programmatic mission.

A-2
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\allability
QSWER Core Concept:

OSWER develops applications to support our programmatic mission. The loss of
AVAILABILITY of any INFORMATION RESOURCE associated with an application
could affect the application's ability to support some aspect of the mission.
AVAILABILITY refers to our need to have our applications ready and able to
support our programmatic mission at the time they are needed. .

Other definition:

Availability is associated with information where the loss of the information would
cause serious problems, either because it would be costly to replace the information
or because it would be difficult to function without the information.~Thus- - _
availability involves both the dollar value and time value. (EPA Information
Security Manual, Section 1, “General Information. *)

Benefit-cost analysis
OSWER Core Concept:

Benefit-cost analysis is a systematic approach for comparing alternative ways to
satisfy an objective. Benefit-cost analyses are conducted throughout the OSWER life
cycle. The benefits to be realized through RISK reduction as well as the costs to
develop, acquire, implement, operate, periodically evaluate and eventually archive
SECURITY MEASURES need to be considered along with all other application
benefits and costs. :

. —_— R it —at, . TR SRR R
s MR O - . Jh.:::‘%?‘:‘-:‘-. T e

The use for which a system is intentionally employed (NBS-500-109; page 3 quote
from FIPS 102, “Guideline for Computer Security Certification and Accreditation. *)

Synonym: application(s)
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. * * '
Qther definition:
An assembly of elements including at least hardware and usually also software,e'data, |
procedures, and people, so related as to behave as an interacting or interdependent

unity (NBS-500-109; page 3 quote from FIPS 102, “Guideline for Computer Security
Certification and Accreditation. *) | |

Synonym: system(s)

Confidentiality
QSWER Core Concept:

Some OSWER applications contain data or provide information which during a

specified period of time is not subject to the Freedom of Information Act and must
“not be disclosed without authorization. CONFIDENTIALITY refers to our need to

have certain of our data and information held in confidence. .

Other definition:

Information where disclosure would be undesirable or unlawful. (EPA Information
Security Manual, Section 1, “General Information. *)

lntn:mmmm
OSWER Core Concept:

Every OSWER application involves data, information, hardware, software,
documentation, facilities, telecommunications and trained staff. These components
of each application are our INFORMATION RESOURCES. All INFORMATION
RESOURCES have value in and of themselves. Equipment costs money to acquire,
replace or repair. Staff costs money to hire, retain and train. Software costs money
to develop and maintain. However, the ultimate value of our INFORMATION
RESOURCES are the support they provide to our programmatic mission.

Synonym: Asset, Information Asset
( “EPA Information Security Manual”)

A4
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Integrity
QSWER Core Concept:

All INFORMATION RESOURCE components of an application must retain the
functionality they were designed to have in order to support the programmatic
mission. INFORMATION RESOURCES have INTEGRITY as long as their ~
functionality remains uncompromised; that s, they must do no more, no less than
their intended purpose. : ‘

Qther definition;

Information or applications where accuracy and reliability are of partiéular concern.
In short, integrity is concerned with protecting information from corruption. (EPA
Information Security Manual, Section 1, “General Information. ")

Risk
QSWER Core Concept:

Technically, RISK, also termed “loss expectancy,” is the predicted loss from an
ADVERSE EVENT during a certain period of time. RISK is often expressed in terms
of dollars and cents, but not always. The period of time is usually expressed in years,
but not necessarily so. For example, the RISK of having to reenter transactions
which were lost due to hardware failure could be $5 per update cycle. The RISK of
having to pay prompt payment penalties due to a software error in an accounts
payable program could be $25,000 per year. Non-monetary RISKS are sometimes
expressed in terms such as inconvenience, delay and loss of credibility.

Other definition:

Risk is the probability that an asset will be lost due to a vulnerability in dollars or
time units. (Computer and Communications Security, Strategies for the 1990's,

James Cooper. )

Risk Analysis
QSWER Core Concept:

The methodology to determine RISK by analyzing potential ADVERSE EVENTS,
THREATS, and VULNERABILITIES against INFORMATION RESOURCES, as well
as the likelihood of occurrence, is called RISK ANALYSIS. RISK ANALYSES are
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either qualitative or quantitative. They may be conducted at a very summary level,
in great detail, or somewhere in between. - ' -

»
)

Risk Analysis is a means of measuring and assessing the relative vulnerabilities and
threats to a collection of sensitive data and the people, systems, and installations
involved in storing and processing that data. Its purpose is to determine how
security measures can be effectively applied to minimize potential loss. Risk
analyses may vary from an informal, qualitative review of microcomputer
installation to a formal, fully quantified review of a major computer center. (EPA
Information Security Manual, Appendix A, “Information Security. )

SECURITY MEASURES counter or control THREATS. and are categorized by their
purpose (prevention, detection, minimization and recovery) and by general type
(physical, technical, administrative, and managerial).

Synonym: Safeguard, Control
( “EPA Information Security Manual”)

Sensitivity/Sensitive
QSWER Core Concept:

All OSWER applications are SENSITIVE to some degree. This is because, to some
extent, they are VULNERABLE to loss of AVAILABILITY and/or INTEGRITY, to
INAPPROPRIATE USE and some to loss of CONFIDENTIALITY. However, there
are different degrees of SENSITIVITY depending on the relevance of OSWER’s
SECURITY OBJECTIVES to the information management problem to be solved. For
example, AVAILABILITY might be very relevant to a mission critical application;
INTEGRITY to a decision support application, and CONFIDENTIALITY to an
application processing confidential business information. It follows that the greater
the relevancy, the greater the degree of SENSITIVITY.

Other definition:

Any information, the loss, misuse, or unauthorized access to or modification of
which could adversely affect the national interest or the conduct of Federal
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programs, or the privacy to which individuals are entitled under the Privacy Act but
which has not been specifically authorized under criteria established by an executive
order or an Act of Congress to be kept secret in the interest of National Defense or
foreign policy. (“Computer Security Act of 1987, PL100-235.) ‘

Other definition:

being sensitive or not sensitive. Because sensitivity is a matter of degree, certain
sensitive information is further defined as being “highly” sensitive. Highly
sensitive information whose loss would seriously affect the Agency’s ability to
function, threaten the national security or jeopardize human life and welfare.
Specifically, information of this type includes National Security Information,
information critical to the performance of a primary agency mission, information
that is life critical and financial information related to check issuance, funds transfer
and similar asset accounting/control functions.-.Other sensitive is information
whose loss would acutely embarrass the agency, subject the agency to litigation or
impair the long-run ability of the agency to fulfill its mission. Information of this
type includes Privacy Act information, Confidential Business Information,
enforcement confidential information, information that the Freedom of
Information Act exempts from disclosure, budgetary data prior to release by OMB
and information of high value to the agency or a particular organization. (EPA
Information Security Manual, Appendix A, “Information Security. “)

Threat
QSWER Core Concept: -

A THREAT is anything that can cause an ADVERSE EVENT. Every application is
faced with countless THREATS. For the sake of simplicity, however, they can be
thought of as just two basic types: people and change to the environment. People
can deliberately or inadvertently cause ADVERSE EVENTS. THREATS can be as
obvious as an earthquake or as subtle as a virus. They can change throughout an
application's life cycle, and frequently do so.
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QSWER Core Concept:

Where there is a chance that a THREAT can reach an INFORMATION RESOURCE
and cause an ADVERSE EVENT there is VULNERABILITY. Identifying and
communicating VULNERABILITY can be quite challenging. While some
VULNERABILITIES are immediately obvious (i.e., a password posted on the wall),
others may be much more technical or subtle (i.e., spaghetu code). In general, you
can assume that the more complex, distributed, and widely used your application is,
the more VULNERABLE it is.
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Appendix B: Reference Materials

-
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The following documents and reference materials were used to prepare this practice
paper. The Information Management Staff (IMS) in the Office of Solid Waste and
Emergency Response (OSWER) would like to thank each of the authors for their
contributions toward the development of the Computer Application Security
Management Practice Paper. The EPA Headquarters Library and the Washington
Information Center were integral to the development of this paper and also deserve
recognition.

Documentatign

Appendix B inclﬁdes a summary of documents most currently applicable to the

management, security, and control of computer applications in the Federal

Government and is divided into the following categories: . :

* Laws

* OMB Circulars and Bulletins

*  Special Publications and Guidelines

*  Federal Information Processing Standards (FIPS)

* OSWER System Life Cycle Management Guidance (SLCMG)

¢  Other Related Documents

Laws

Privacy Act of 1974 (Public Law 93-579). The Privacy Act of 1974 protects information

related to individuals that is maintained in Federal information systems. The Act

establishes specific criteria for maintaining the confidentiality of sensitive data and

guidelines for determining which data are covered by the Act. Under the Act

Federal agencies and employees are responsible for:

*  Maintaining the confidentiality of data covered by the Act, and

* Taking those actions necessary to reasonable ensure that data (concerning
individuals) maintained in Federal information systems are accurate. Failure

to comply with these provisions can result in criminal and civil penalties for
both the agency and the employees of the agency found liable.
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i jcation : ; AW 99-508). This legislation
establishes spedific protections that update wiretap and privacy statutes to make
them more effective relative to advancements in technology. The legislation
protects remote computer services, electronic mail, cellular telephones :
conversations, satellite transmissions, and other telecommunications technologies.
The law also establishes clear guidelines that must be met by Government officials
prior to requiring a remote processing services company to provide information
from a customer file.

. This law specifies
provisions related to the protection of computer-related assets (hardware, software,
and data) which include: :

®  Assignment of responsibility for the development of computer security
guidelines and standards to the NIST.

* Requirement that Federal agencies identify existing systems and systems under
development which contain sensitive information.

*  Requirement for development of a security plan for each identified sensitive -
computer system within one year of enactment of the Act.

*  Requirement for mandatory, periodic training in computer security awareness

and accepted computer security practice of all employees who are involved
with the management, use, or operation of Federal computer systems.

OMB Circulars and Bulletins

established that financial information should
be considered sensitive.

] : K e ME ircular A- s intems
established that protection requirements exist for all internal contro
information. Guidelines for conducting internal controls and preparing an
accreditation statement is provided.

A1}

pugget (OMB) Circula
Information Resources revises and consolidates Fed policy for the

management of Federal information resources by:

‘¢ Recognizing that information itself is a valuable national asset that must by
managed and protected; and _
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* Expanding the definition of security to include the appropriate t"unctioning of
systems (i.e., systems must do exactly what they are supposed to do‘and nothing
more) as well as the protection of information that is within the systems.

Clans Bgers Bl . :
Information established guidance for activities required by the Computer
Security Act of 1987.

Special Publications and Guidelines

U. S. Department of Commerce, National Bureau of Standards, Computer Science

- e &" 1y 4 < -
NBS Special Publication 500-120, January, 1985. Provides information on types of
security controls which can be used to ensure the security of personal computer
systems. L | |

U. S. Department of Commerce, National Bureau of Standards, Gui
; jves, NBS Special Publication 500-134, 198S.
Provides managers and others responsible for developing automatic data

~—

processing (ADP) contingency plans with an approach for selecting an alternative

data processing capability. A checklist for evaluating the suitability of the
alternative is_provided.

U.S. Department of Commerce, National Bureau of Standards, Qverview of
jon, NBS Special Publication 500-
109, April, 1984. Provides ADP policy managers, information resource managers,
ADP technical managers, and ADP staff with a comprehensive summary of and
guide to FIPS PUB 102, “Guideline to Computer Security Certification and
Accreditation,” September 27, 1983. '

The following descriptions were extracted from the “Federal Information Processing
Standards Publications Index,” February, 1988. .

U. S. Department of Commerce, Guideli i jcation
i Institute for Computer Sciences and Technology,

Federal Information Processing Standards Publication 73: June 1980. Describes
the different security objectives for a computer application, explains the contral

B-4

N



OSWER DIRECTIVE #9028.00¢

measures that can be used, and identifies the dedisions that should be made at
each stage in the life cycle of a sensitive computer application.

U. S. Department of Commerce, Guideli i ificati
and Accreditation, Institute for Computer Sciences and Technology, Federal
Information Processing Standards Publication 102: 1983. Presents a detailed
approach to developing a program and performing a technical process for
certifying and accrediting sensitive applications.

U.S. Department of Commerce, i i
jcati Institute for Computer Sciences and

Analysis,

Technology, Federal Information Processing Standards Publications 65: August
1979. PruentsatechniqueforcbnducﬁngaﬁskamlysisofmADPfadlityand
related assets. : '

U. S. Department of Commerce, Guideli i : ing, NBS
jcati Institute for Computer Sciences and Technology,

Federal Information Processing Standards Publication 87: March 1981. Describes
what should be considered when developinga contingency plan for an ADP
facility. Provides a suggested structure and format which may be used as a
starting point from which to design a plan to fit each specific operation.

OSWER System Life Cycle M t Guid

U. S. Environmental Protection Agency, Office of Solid Waste and Emergency
Response, System Life Cycle Management Guidance, Directive #9028. 00, July,
1988. Provides EPA project managers with details concerning their
responsibilities under the OSWER System Life Cycle Management Guidance
(SLCMG). :

U.S. Environmental Protection Agency, Office of Solid Waste and Emergency
Response, Practice F Jat: oen A ife :
Directive #9028. 00a, January, 1989. Provides EPA project managers with details

con their responsibilities for data management under the OSWER
A Sysm Cycle Management Guidance (SLCMG).

U.S. Environmental Protection Agency, Office of Solid Waste and Emergency

Response, Practice Paper: Project Management Plan, Directive #9028. 00a,
January, 1989. Describes the structure and content of the Project Management
Plan, a key document of the OSWER System Life Cycle Management Guidance,
and its evolution through the system life cycle.
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U. S.” Environmental Protection Agency, Office of Solid Waste and Emergency —
Response, i : figurati a nt, Directive #9028. 00a,
January, 1989. Describes OSWER's practice of configuration management,
tailoring industry proven configuration management methods and techniques
to the OSWER environment. .

U. S. Environmental Protection Agency, Office of Solid Waste and Emergency
Response, i : - is, Directive #9028. 00a, January,
1989. Presents the benefit-cost analysis noted in the OSWER System Life Cycle
Management Guidance Parts 1 and 2 in the context of the OSWER program and
information management environment. This paper also complements Chapter
3: Options Analysis, of the EPA Systems Design and Development Guidance,
Volume B, issued by the Office of Information Resources Management.

Qther Related Documents

Cooper, James Arlin, i ity i h
1290's, 1989. Devotes most of its chapters to six aspects of security: physical
protection, personnel considerations, legal and regulatory aspects, hardware
security, software security, and network security. The last chapter of the book
does an excellent job of presenting a consolidated global approach with

projections for the future of computer and communications security in the
1990's. ‘

U.S. Department of » DOE Risk Assessment Guideline, A Structured
Approach, Office of ADP Management: DOE/MA-0356 April, 1989. Provides _
DOE with a 6 step approach for conducting a risk analysis with each step focusing
on a particular area of concern. Worksheets provide the necessary data sets and
an organized format to address each of the areas of concern. '

U.S. Environmental Protection Agency, Automated Laboratory Standards:
valuation of th ANGArgs ang ¥ pgures nated Clinical
Laboratories, of Information Resources Management, May, 1990. Describes
the findings of a review of standards and practices used in existing automated
systems in a limited number of laboratories in a clinical setting under the

assumption that these laboratories generate data of high integrity.

U.S. Environmental Protection Agency, Automated Laboratory Standards:

aluati abors Practices PA Programs, Office of Information
Resources Management, June, 1990. Describes the findings of a review of existing
Good Laboratory Practices (GLPs) as well as the impact of those standards on
automated laboratory practices. EPA’s GLPs are regulations that describe

e 1) ..o
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acceptable laboratory management practices to ensure the quality and integrity of
health, environmental, and chemical data submitted to the Agency are met.

U. S Environmental Protection Agency, Office of Information Resources
Management, EPA Information Security Manual, December, 1989. Establishes.
security procedures for safeguarding Agency information resources and provides
overall guidance to EPA managers and staff in implementing those procedures.

U. S Environmental Protection Agency, Office of lnformaﬁon Resources
Muugement, A, MNOTmMARON Security MAarn Te
December, 1989. EstabﬁshessecurityprocedmufanfegmrdlngAgency
personal computers and provides overall guidance to EPA managers and staff in
implementing those procedures.

u.s. Executive Ofﬁoe of the President, Office of Management and Budget, Model

lanuary 1988 heavily on the system life cle as a means of
management control.

U.S. General Servncs Administration, Federal Systems Integration and
Management Center, Office of Technical Assistance,
Installation Security, December, 1988. Written as guide to assist agencies in
establishing and maintaining a security program to protect unclassified
information handled at Government information technology installations.
U.S. Small Business Administration, Office of Business Development, A Small

Business Guide to Computer Security, April, 1987. Contains a detailed self-audit
checklisttlutisusdtﬂforsmmersysmsecuﬂtymgement.

Videos

The EPA Headquarters Library has the following computer/information security
video tapes available for check-out

*  “Data Security: BE AWARE or BEWARE"*

¢  “Computer System Security: Ams Control”

¢  “Computer System Security: Access - The Ins and Outs”
‘e “Information Security: Protecting Our Major Asset”
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‘®  “Computer System Security: Access - The Ins and Outs”
* “Information Security: Protecting Our Major Asset”

* After a review within OSWER, this video will be shown in October during a‘series
of “brown bag” lunch sessions as part of the OSWER' Security Program.

The Washington Information Center (WIC) has a selection of videos available for
check-out through their products and services contract with Applied Learning.
Applied Learning is a company in the business of providing training needs to
technology-based organizations. The following list is a sample of their selection:
*  “System Security Design Techxﬁqués” |

* “Computer Security ‘I'e#hniqﬁes”

o "Semﬁty Training”

*  “RACF Workshop ‘Computevr Security Ovemew"

® “Security in Micro-to-Mainframe Links”

* “VAX/VMS System Security”

* “Controlling Information Sysfems"

. “Corporate Computer Security Strategy”

* "“EDP Quality Assurance: A Managenient Overview”
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Key to the development of an application security management approach and its
evolution through the OSWER life cycle is a thorough understanding of:

e  Types of INFORMATION RESOURCES ' $

e Typical ADVERSE EVENTS that may affect each type of INFORMATION
RESOURCE

* Potential THREATS

e Typical VULNERABILITIES that might compromise each type of
INFORMATION RESOURCE and allow a THREAT to cause an ADVERSE
EVENT .

* SECURITY MEASURES available to counter THREATS

This appendix provides detailed examples, in matrix format, showing how each of

these might be characterized and evaluated during the Initiation phase, Concept

phase, and Definition stage of the OSWER life cycle.

INFORMATION RESOURCES are categorized as follows:

¢ Data

+  Information

e  Hardware

e  Software

. Documenta’ti.on'

*  Facilities

. Telecommuniéations

e Trained Staff

The ADVERSE EVENT S (shown in Exhibit C-1) and VULNERABILITIES (shown in
Exhibit C-3) are grouped according to these INFORMATION RESOURCE categories.

The THREATS (shown in Exhibit C-2) are grouped according to type, as follows:
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*  THREATS from People, both deliberate and inadvertent
* THREATS from Change to the Environment, both unexpected and"planned

Each individual ADVERSE EVENT, THREAT, and VULNERABILITY is
characterized in three ways: : ’

e Source document

*  Applicability to the SECURITY OBJECTIVES of AVAILABILITY, INTEGRITY,
CONFIDENTIALITY ,and APPROPRIATE USE

®  Applicability to each typical processing environment, as defined in the EPA
Information Security Manual. In general:

- Manual systems, or manual components of automated systems, are least
VULNERABLE.

- Stand-alone personal computers (PC) and word processors (WP) are
slightly more VULNERABLE.

- PCsinvolved in Local Area Networks (LAN) or remote access terminals
for larger systems are more VULNERABLE, in general, because of the
- increased number of users involved and the geographic diversity of node
locations.
- Mainframe (MF) and minicomputer systems are most VULNERABLE, in
general, because of the large number of users, large number of concurrent
~ applications, and greater complexity of the applications.
Exhibit C4 provides a detailed characterization for the various types of SECURITY
MEASURES that are available. The SECURITY MEASURES are grouped according
to type as follows:
¢  Physical
e Technical
¢  Administrative
* Managerial

" In the first part of Exhibit C4, each individual SECURITY MEASURE is
characterized in four ways:
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Source document
Level (High, Medmm, or Low) of SENSITIVITY to the SECURITY OBJECTIVES
of AVAILABILITY, INTEGRITY, CONFIDENTIALITY, and APPROPRIATE

USE. This level is assigned according to the guidance in the “EPA Information
Security Manual. ”

Purpose (Prevention, Detection, Minimization, or Recovery)
Applicability to each typical processing environment, as above

The second part of Exhibit C-4 shows where and how each SECURITY MEASURE is
addressed in the OSWER life cycle, as follows:

Initiation Phase (Planning)

Concept Phase (Analysis)

Definition Stage (Requirements)

Design Stage (Design)

Development Stage (Code/Test, Construct, or Acquire)
Implementafion Stage (mplement)

Operation Stage Use)

Evﬁluatiqn Stage (Evaluate)

Archive Stage (Stop)

Further guidance on the use of these materials during the OSWER life cycle is
provided in Chapter 4. These matrices are designed to be used as a provocative tool
rather than as a comprehensive list. They are not to be considered complete or ngxd,
and are intended to be tailored to fit particular projects.

C4



w

[enueyy Anoeg

yog =g

€L 8Nd Sdid W peuonuews = 4
uofieuLON| V3 Uy peucHuew = 3 uoz:o?se.s?._

[

>>>

e e e e T o b b b L P N,
T PIITY O PIITT PRI oo
T TR PITITTY PP TIS e

b e R L L

enuew | dWOd [WeH/NV u_z.:.: osn

p
p

-
>

e e I

INIWNOHIANT ONISSI00Ud TVOIdAL

-> -

>>>r

Heay

JAILI3r80

W Wi

ouwo WwWwww

LT
NSO}
Aowsnaoeuy

907
uonsINWNd0Q

oSN

weweBupp) esuedr)

990

uvondnuo)

Owrs9ec0ud preayy

onge4

elemyos
esnay

$80)
uBIses 0} Apqeu)

(urye; 0101 10u Q) vosUNyE
oxye

SISMPISH|

esnaiy

uoRIYISe 4

Aowinooey|

0INSoPsIg

$807)

UOIBULIOJU}
Aoesnooey)

3oHNOS

| abeyg . XIHLVN NOILVZIY3 1 OVHVHO S'N3AJ 3SHIAQY [1-0 NgIHX3



yoq=g
€L 8Nd Sdi4 W pevonuew = 4
[Bnueyy Annoeg uoneuLo) V43 u) peuctiuews = 3 :3OUNOS 204 pusbey

3 F K K 3 FTFTF
r p p p M
. A S S
p p M)A
. p p p
3 p p 3 p
s p p p p M
M p 3 p r
enueyy ._BGH jciﬁ IV T OB | PioD | BoRN | HeAY 35UNOS
INIWNOHIANI ONISSIO0Ud WOIJAL SAILDIE0 _

e dJ4

XIHLVW NOILVZIHILOVHVHL, 51INJIAT ISHIAQV :1-0 LIGIHX3T




lenueyy Apnoeg

yiog = g
€ 8Nd Sdi W peuoIuew = 4
UOIEULIO VT Ul POUOHUBU! = 3

:30HNOS 104 pualbe

o >
T o
> ?7»»’
>

>
>

Bl e A o 7»7;
> 77?7. >
PRI PRI eIy
TIIFIT eI >

[BNUEWN | dWId [ WRH/NVT | JINALIN

B e A

L I

Pk 4
p p
p 4
’

R e >
> > > > | -"v.v
e & b > > > ->

oW ww

"PIRO] | 6NN | ey

NIWNOHIANI ONISS3IDO0Hd VIIdAL

JAILD3ra0

Wo€] OIO|A0D O) DU JUopysu] |
. SPUBLALOD JOSN 190LI00U)
€iep JO SSOJAIOHEIPPOWI JRIOPIITY
Ao wiep pyenuy
B8P 93IN0S SNOSUONT
\ $S0USSOIRIE)
QIRMYOS POSUadY jO oSNelNy
C T SPUBIALIOD S9SN DeM0IU|
BIEP JO SSOAIONEBIPPOLL [RIOPIIOY
Awe wjep pyeau)
Ouiwness jo ey
SUDIRY TRTApRU|
@IBMYOS POSUETY JO eSS
(wewenojue punuedng *0'9) SUIOR SUSNYU|
weweszzequy
pnes4
woyyt

Qof 10 990) PRI 1040 1RO
Oupoguows esusunoped jo see4
UoNeZUSINdWOD |0 1804
wewepunisg
91d0e ) UI0) SweNy )

| ebey

{6dX] Aqy Sreon]|

XIHLVN NOILVZIHILOVHVHN SIVIHHL :2-D LIgIHX3



: Woq =g
€L 8Nd Sdid W poucHuew = 4
enue)y Awnoes uoneuo] Y43 ul peuoiiuew = 3 :JOUNOS 40y Puebe

[k
oM
oK

~ OpeJOdN WIBMNOS WOy |
opesBdn esemyos pedexpe
SJUBUSNBLY NPOoua .
SS0URqY pouTed
RIS
obinspingey Jomo
opows
. sng
exmedue) u obuey)
- Aywpruny vy eBuey)
suqeq
"0 ‘onenbyuee ‘puim
e0ewep solempooy
' N4
. : oo?!m SIUMUIOHAUT W) SWON| |
[enuen | JWOd [WE/NVT | JNAGW | osn | Piuod | Bowii | » 3I5UNOS — (oK) K Sieon]
INFWNOHIANI ONISSID0Ud WIIdAL | 3JAILD3Mr80

p
r

TIIITITIIIIS >
TITIPITIIIIIS >
FIEIIIIIIIT >
TIEIIITTISIS >

i i i
>>>

<

4 ~bed : XIHIVN NOILVZIHILY  'VHO SAVIHHL :2-D LISIHXI




N
L \
R

yioqg=g
€2 8Nd SdiJ W peuoiuaw = 4
lenueyy Aunoeg uoleunoju) vd3 i peuciuaw = 3

‘30HNOS 104 puabor

>

Y

p

Ny

I

Edx g e de iy e & & b B b b Rdrdndy de dr dy b S B 5

[enuepy

dMW/Od

TIEITTITT PYIRRIRIY PIRPTITTYT PR RPIIIRIIS >

[TV

INIWNOHIANI ONISSIO0Hd TVOIdAL

r

3
A p

>
R e e

i

-
R e S b b b A B

TIEIPT eI

TIEIIIYT TIIRTIITT TRYP IR TISI e
->
’
7S

Edu e I R
R A R S G
TIEIITITIY P

> > >
Lwww w

"PIic) | Bow) |

@
@
-

Heay

~ JAILIIFE0

JuSwebeuUR uoneINDHuUOD JO PE |
e1epdnAIANQUISIP 100
sedesd Bum [EdR4I8) 2004
uofisueWwNo0Qq
$59203d uonezuoyine »00d 10 $58308 PEJIOIIOIUN
esemyos peberxoed uy sOng
smey AN pue wesAg Bugesedo
woewebeueyy uoienByuo?) Jo yoe )
seapesd Lieacdedmpeq 1004
seanoexd Ounsey s004
sexoesd Bupoo 1004
seaoed ubisep 1004
sood oo
$8690:d uonezVOYINe 10 $S9308 PONOIOIUN
promssed pepeosdun
sedesd Buyse) 1004
aoo_.osx. eJuBUGNNBUI 100

Bo.”_ooaoco..o.ca.l..ao.s
808&..9!38...3 10 $88308 PefiouILoUN
| piomssed pepeyuduny

SO} POINEP 20 Asesodwio) J0 8INSEIe-UoN
$58204d uoezvoyne 100d 10 $S8308 POHOIICIUN)
promssed pepejosdun

JOUNOS

| ebed

XIHLVN NOILVZIHILOVHVHD &~ UNEVHININA :€-O LIgIHX3



Yioqg =g
€L 8Nd Sdi4 W pevoguews = 4 .
fenueyy Awnoes uoteuop) vd3 v peuciuews = 3 ‘30UHNOS 08 puele

T r r | F [ FTT
p p P s r p p p
p A p r s p p p
A p p r S I S
p p p P p 3
p p S S 3
p p p
A p p A p p 4
p p p p p p
p s p
- r s p
- [TEreew T amsg (WOWNV1| WA | 550 T Wi | WAV [35UN0S
ININWNOHIANT ONISSID08d VAL ETTLE )

4 .93&& . Xidivn zO_h<N.th0<I<+,_. "3LINGVHININA €-D LIGIHXI




